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3apeructpupoBano B Muntocte Poccuu 31 mas 2013 r. N 28608

OENEPAJIbHAA CITYXBA NO TEXHUHECKOMY U 3KCINMOPTHOMY KOHTPOIJIHO

NMPUKA3
ot 11 dbeBpansa 2013 r. N 17

Ob YTBEPXAOEHWUN TPEEQBAHVIVI 5
O 3ALLIMTE NHOPOPMALIUU, HE COCTABIAIOLLEN TOCYOAPCTBEHHYIO TAUHY,
COAEPXALLEUCA B rOCYAAPCTBEHHbBbIX UH®OPMALIMOHHbLIX CUCTEMAX

Cnucok U3MEHSIIONIUX IOKYMEHTOB
(B pexn. ITpukazop ®CTIK Poccum ot 15.02.2017 N 27,
ot 28.05.2019 N 106)

B cootBeTcTBUU ¢ yacThio 5 cratbu 16 @enepanbHoro 3akona ot 27 uross 2006 r. N 149-d3 "O6
uHpopManuy, HHGOPMAITMOHHBIX TEXHOIOTUAX 1 0 3amuTe nHpopmauu" (CoOpaHue 3aKOHOIATEILCTBA
Poccuiickoit @eneparuu, 2006, N 31, ct. 3448; 2010, N 31, cT. 4196; 2011, N 15, cT. 2038; N 30, cT.
4600; 2012, N 31, ct. 4328) u Ilonoxennem o denepanbHO CITyKO€ IO TEXHHYECKOMY M AKCIIOPTHOMY
KOHTpPOJIIO, YTBepxkAeHHBIM YKa3oM lIpesnnenta Poccuiickoit @enepannu ot 16 aBrycra 2004 r. N 1085
(Cobpanue 3axonomarensctBa Poccuiickoit @enepannn, 2004, N 34, ct. 3541; 2006, N 49, ct. 5192;
2008, N 43, ct. 4921; N 47, ct. 5431; 2012, N 7, ct. 818), mpukasbiBaro:

1. VYTBepauth mpunaraempie TpeOoBanus o 3amuTe HWHPOPMAIIMK, HE COCTaBIISAIOIICH
TOCy/IapCTBEHHYIO TaliHy, COJIeprKallleiicsi B TOCYAapCTBEHHBIX NH(POPMAIIMOHHBIX CUCTEMAX.

2. YcraHOBHUTbH, UTO YKa3aHHbIE B IyHKTE | Hacrosmiero npukasa TpeGoBaHUs MPUMEHSIOTCS IS
3alIUThl HH(OPMAIMK B TOCYAAPCTBEHHBIX MH()OPMAIIMOHHBIX cucTeMax ¢ 1 ceHtsops 2013 r.

Jupexrop

denepanbHOM CIIYKOBI IO TEXHUYECKOMY
Y DKCIIOPTHOMY KOHTPOJIIO

B.CEJIMH

YTBEpKACHBI
npukazoM ®CTIK Poccun
ot 11 ¢eBpans 2013 r. N 17

TPEBOBAHUA ]
O 3ALUWTE MHOOPMALIMW, HE COCTABASIIOLLEN FOCYJAPCTBEHHYIO TAMHY,
COJEPXALLENCA B rOCYJAPCTBEHHbIX UHOOPMALIMOHHbIX CUCTEMAX
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Cnucok U3MEHSIIONIUX IOKYMEHTOB
(8 pexn. ITpukazop ®CTIK Poccum ot 15.02.2017 N 27,
ot 28.05.2019 N 106)

. Oowme nonoxeHuns

1. Hactosimue TpebGoBanusi pazpaboTaHbl B COOTBETCTBHH ¢ DenepaibHbIM 3aKOHOM OT 27 HIOJIA
2006 r. N 149-®3 "O6 wundopmanmu, MHPOPMALMOHHBIX TEXHOJOTHAX M O 3amuTe HHpopMmarmu”
(Cobpanue 3axkonomarensctBa Poccutickoii deaepannn, 2006, N 31, ct. 3448; 2010, N 31, ct. 4196;
2011, N 15, cr. 2038; N 30, cr. 4600; 2012, N 31, ct. 4328), a Takke C Y4eTOM HAIMOHAIBLHBIX
crannaptoB Poccuiickoit @enepanu B 001acTH 3amuThl uHpOpManmuu u B 0OOJACTH CO3/JaHUSA
ABTOMATU3HPOBAHHBIX CHUCTEM (Jjajiee - HallMOHAJIbHBIC CTAHIAPTHI).

2. B J1okyMeHTe yCTaHaBIMBAIOTCS TpPEOOBaHUS K OOCCHEUCHHUIO 3alluThl HH()OpMaIUH
OTPaHUYEHHOTO JOCTYIA, HE COAEpIKallel CBEICHUS, COCTABISIONINE TOCYAAPCTBEHHYIO TaliHy (nanee -
uHpOpMaIKs), OT YTEYKH MO0 TEXHUYECKUM KaHajaM, HECaHKIIMOHUPOBAHHOIO JIOCTYIIA, CIICIUAIBHBIX
BO3JICHCTBUI HA Takyro WH(pOpMaInio (HOCHTETH HHPOpPMAINK) B IENIX €€ TOOBIBAaHUS, YHUUITOKCHHS,
UCKa)XEHUS WM OJIOKMPOBaHUs JOCTYIA K Hel (najee - 3ammTa nuHopmanmn) npu o6paboTke ykazaHHOM
nH(OPMAIIUY B TOCYIaPCTBEHHBIX WH()OPMAIIMOHHBIX CHCTEMAaX.

Hacrosimume TpeOGoBaHuss MOTryT HpPUMEHSATHCS Ui 3aIIUThl  OOIIEAOCTYNHOW HMH(OpMaLuy,
coJieprKallieiicss B TOCYIapCTBEHHBIX MH(POPMAIIMOHHBIX CUCTEMaX, JUIsl JOCTH)KEHHUS LieJiel, YyKa3aHHbIX B
nyHktax 1 u 3 wactu 1 crareu 16 depepanpHoro 3akoHa ot 27 wutong 2006 r. N 149-d3 "O6
nH(popMaluy, HTHPOPMAIIMOHHBIX TEXHOJIIOTHUSIX U O 3aluTe nHopManun'.

B nokymeHnTe He paccMmarpuBaroTcs TpeOoBaHMS O 3amMTe HMH(OpMAIMM, CBSI3aHHBIE C
NPUMEHEHUEM  KpuUnTorpauueckux  METOJOB  3alluThl  HMHpOpMAIMM U MHUPPOBAIBHBIX
(xpunTorpauuecKrx) CpeACTB 3alMUThI HH(OPMALIHH.

3. Hacrosmue TpeboBaHus SBISAIOTCS 00s3aTeNbHBIMM  IpU  00paOoTKe HHPOpMAIMK B
rOCYJJapCTBEHHbIX HMH(QOPMALMOHHBIX CHUCTEMax, (DYHKIMOHHPYIOUMX Ha TeppuTopuu Poccuiickoit
@denepanyy, a Takke B MYHUIUNAIbHBIX HMH(OPMAIMOHHBIX CHUCTEMaX, €CIIM MHOE HE YCTaHOBJIEHO
3akoHoAarenscTBOM Poccuiickoit denepannum 0 MECTHOM CaMOYIIPABIICHUN.

Hacrosume TpeGoBaHnusi He pacnpoOCTpaHSIIOTCA Ha rOCyIapCTBEHHbIE HHPOPMAIIMOHHbBIE CHCTEMBI
Anmunuctpauuu IIpesuaenta Poccutickoit ®denepanuu, Cosera besonacnoctu Poccuiickoit @enepannu,
®enepansaoro CobOpanmsi  Poccuiickoit  ®enepanmu, IIpaBurensctBa Poccuiickoiri ®Denepanuu,
Konctutynmonnoro Cygna Poccuiickoit ®enepaunn, BepxoBHoro Cyna Poccuiickoii ®epepanuu U
®enepanbHOil ciy)k0b1 6e30macHocTH Poccuiickoit denepanuu.

(8B pen. IIpukaza ®CTOK Poccun ot 15.02.2017 N 27)

4. Hacrosmue TpeOoBaHusi TmpeaHA3HAYEHBI I oOjagareneid wHOOpMaIMK, 3aKa3vUKOB,
3aKJIIOYMBIIUX TOCYJIApCTBEHHBIM KOHTPAKT HA CO3JIaHHE TOCYAapCTBEHHON MH(OPMAIIMOHHON CHCTEMBI
(manee - 3aKa34MKH) U OMEPATOPOB rOCYAAPCTBEHHBIX NH(POPMAIIMOHHBIX CUCTEM (JaJiee - ONepaTopshl).

Jluo, oOpabatbiBaromiee HHPOPMALNIO, SBISIONIYIOCS TOCYJAapCTBEHHBIM HH(POPMAIMOHHBIM
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pecypcoM, TO0 TmMOpydeHHIo oOmanmatens wuHQOpManumu (3aKa3uMKa) WM omepaTtopa W (WIIH)
IPEJOCTABISAIONIEE MM BBIYHCIHUTEIBHBIE PECypCchl (MOIIHOCTH) Al 0OpaOOTKM HHGOpPMAlUH Ha
OCHOBAaHMHU 3aKIIOYEHHOTO JIOTOBOpa (lanee - YHNOJHOMOYEHHOE JIMIO), OOECIEeYHBAET 3aLIUTY
uHpOpMaMM B COOTBETCTBHM C 3aKOHOJATenbCcTBOM Poccuiickoit ®Penepannu 00 uHpOpMmanuy,
MH(POPMAIMOHHBIX TEXHOJOTHIX W O 3amuTe uHpopMmauu. B moroBope nomkHa OBITH MpETycMOTpeHa
00s3aHHOCTh ~ YNOJHOMOYEHHOTO JIMIa OOecrne4yWBaTh 3aAIMUTy HHpOpManuu, SBISIOIICHCS
rOCYJapCTBEHHBIM HH(OPMAIIMOHHBIM PECYPCOM, B COOTBETCTBUU C HACTOSIIKUMU TpeOoBaHUAMMU.

5. Ilpu o6paboTke B rocyaapCTBEHHOW WH(OPMAIMOHHON cHcTeMe HH(pOpMaInu, colepiKalen
NEpCOHAJTbHBIC JaHHBIE, HACTOAIIME TpeOOBaHUS NMPUMEHSIOTCA Hapiay C TpeOOBaHUSMH K 3aIlIUTE
MEPCOHANBHBIX JIaHHBIX IpU UX 00paboTKe B HMH(OPMAIMOHHBIX CHUCTEMAaX MEPCOHAIbHBIX JIaHHBIX,
YTBEp)KIEHHBIX TocTaHoBieHueM [IpaBurenscrBa Poccmiickoit @enepannu ot 1 HOs6ps 2012 1. N 1119
(CoOpanue 3axononarenscTBa Poccuiickoit @enepanun, 2012, N 45, ct. 6257).

6. Ilo pemenuro obnamatenss uHbOpMaIMK (3aKa34yMKa) UM oreparopa Hacrosme TpeboBaHUs
MOTYT TNPUMEHATBCS  JUIA  3al0UThl  MHOOpMAIMK, COAEPXKAlIeCs B HErOCYAapCTBEHHBIX
MH(POPMAIMOHHBIX CHCTEMaX.

7. 3amuTa uHpOpMaKK, CoAepKaIIeiics B roCyAapcTBEHHONW WH(GOPMallMOHHON cucTeMe (fanee -
nH(OpPMAIIMOHHAST CUCTEMa), OOeCleYnBacTCs IIyTeM BBINOJHCHHUS OONazaTesieM HH(POpMAaIiH
(3aka3yukoM) | (WJIM) OIepaTopoM TPEOOBAHMI K OpraHW3aIMK 3allUThl HHPOpMaIIUU, CoaepKalencs B
WH()OPMAIMOHHONW CHUCTeMe, W TpeOOBaHWUI K MepaM 3alluThl WHQPOPMAIMH, COACpXKAIICHCT B
MH(OPMALIMOHHON CUCTEME.

Il. TpeboBaHuA K opraHnsaumm 3awmTbl UHoOpMaLun,
coagepxawenca B MHPOPMaLMOHHON cUCTEME

8. B undopmanronHoil cucremMe oOBEKTaMHU 3alllUTHI SIBISIOTCS MH(pOpMAIMs, coAeprKalasics B
MH(POPMALIMOHHOMN cHCTeMe, TEXHHUUECKUE CPeJICTBA (B TOM YHCIIE CPEJCTBA BBIUMCINUTEIbHOM TEXHUKH,
MaIlMHHBIE HOCHTENH WH(OPMAIMHU, CPEACTBa M CHCTEMBI CBSI3W M TIepeladyd JaHHBIX, TEXHUYECKUE
cpeactBa 00pabOTKM OyKBEHHO-LIM(POBOH, TIpadUuecKoil, BHJEO- U peueBo HHpopMaum),
o0IIeCHCTEMHOE, TPHUKIAAHOE, CHENHMAIbHOE IPOrpaMMHOE  oOecredeHne, HHGOPMAIOHHbIE
TEXHOJIOTUH, a TAK)KE CPE/ICTBA 3AIIUTHI HHPOPMALIUH.

9. Hna obecrneueHus: 3amuThl HHQOpPMAIMM, cOAep)Kalleics B HHPOPMAIMOHHON cHCTeMe,
ONEpPaTOpOM Ha3HAuyaeTcsd CTPYKTYpPHOE NOJpa3JeieHue WM JOJDKHOCTHOE JMIo (pabOTHHK),
OTBETCTBEHHBIC 32 3aIlIUTy WH(POPMAIIHH.

10. JIns mpoBemeHuss paboT mo 3amuTe WHPOPMALMA B XOJA€ CO3JaHHUS M DKCIUTyaTaluH
nH(OPMAaLIMOHHON CHUCTEMBbI oOsaaTesieM MH(pOpMaluu (3aKa3ulKoOM) M ONEPAaTOPOM B COOTBETCTBHH C
3aKOHOAATEeNbCTBOM Poccuiickoit @enepanuu mnpu HEOOXOTUMOCTH TPHUBJICKAIOTCS OpraHH3aIHH,
MMEIOIIHE JIMIICH3UIO Ha JCSITEIBHOCTh MO TEXHUYECKOW 3amuTe KOH(UISHIIUATbHONH WH(OpMAIUU B
cootBeTcTBUU ¢ DenepanbHbIM 3ak0HOM OT 4 mast 2011 r. N 99-®03 "O nuneH3upoBaHUU OTIETBHBIX
Bun10B nesitenbHOoCTH" (CoOpanne 3akoHomarenbcTBa Poccuiickoit deneparuu, 2011, N 19, ct. 2716; N
30, cT. 4590; N 43, cT. 5971; N 48, ct1. 6728; 2012, N 26, cT. 3446; N 31, cT. 4322; 2013, N 9, cT. 874).

11. Jlns oOecrieueHus 3amuThl WHGOPMAIMH, COJAEpXKAIIeHcs B HHPOPMAIIMOHHONW CHCTEME,
MPUMEHSIFOTCS  CPElICTBA 3allUThl WHGOpPMAIUHU, NPOIICIIINE OIEHKY COOTBETCTBUA B (opme
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o0s3aTeNnpHON  cepTU(UKALMU HA COOTBETCTBUE TpeOOBaHUSM MO Oe3omacHOCTH HHGOpMAIMH B
COOTBETCTBHH cO cTatheil 5 denepanpHoro 3akona ot 27 mekadbps 2002 r. N 184-d3 "O texHUUECKOM
perymupoBannn" (Cobpanue 3akoHomarenscTBa Poccuiickoii denepanuu, 2002, N 52, ct. 5140; 2007, N
19, ct. 2293; N 49, ct. 6070; 2008, N 30, ct. 3616; 2009, N 29, ct. 3626; N 48, ct. 5711; 2010, N 1, ct.
6; 2011, N 30, ct. 4603; N 49, ct. 7025; N 50, ct. 7351; 2012, N 31, cT. 4322; 2012, N 50, ct. 6959).

12. 3ammra mHpOpManuu, coaepkameldcs B HHPOPMAIIMOHHOW CHCTEME, SBIISIETCS COCTaBHOMN
9acThI0 paboT MO CO3JAHUIO U JKCIUTyaTaluyd MH()OPMAIIMOHHOW CHCTEMBI W O0ECIIeYMBAETCs HA BCEX
cTanusax (dTamax) ee CO3/aHus, B XOJ€ JKCIUTyaTallh U BBIBOAA M3 SKCIUTyaTallud IMyT€M MPUHSATUS
OpPraHM3AIMOHHBIX M TEXHHUYECKUX Mep 3alluThl HHQOpPMAIMK, HAIMPaBICHHBIX Ha OJOKHPOBAHHE
(ueiiTpanuzanuio) yrpo3 6e3omnacHoctd nHGopManuu B UHPOPMAILIMOHHOW CHUCTEME, B paMKaX CHCTEMBbI
(moxcucteMbl) 3ammThl  WHGOpMANUKW WHMOPMAIMOHHOW CHUCTEMBI (Jajieeé - CHCTEMa 3allUThI
nHpopMmaruyu nHGOPMAITMOHHOW CUCTEMBI).

(8 pen. [Ipukaza ®CTOK Poccun ot 15.02.2017 N 27)

OpranuzalvoHHbIe ¥ TEXHUYECKHUE MEPhI 3allUThl HH(OPMALIUU, pealn3yeMble B PaMKaX CHUCTEMbI
3alUThl UHPOpMAIMK UHPOPMALIMOHHON CUCTEMBI, B 3aBUCMMOCTU OT MH(OpMAaLIMHU, COAepKalleiics B
nH(OPMALIMOHHON cHUCTeMe, Iiesiell co3laHus WH(OPMALMOHHOW CUCTEMBbl M 3ajad, PelIaeMbIX 3TOM
MH(POPMALIMOHHON CUCTEMOM, JOKHBI OBITh HAIIPABJICHBI HA HCKIIIOYCHHE:

HENPaBOMEPHBIX JIOCTyNa, KOMWPOBAHMUS, MPEJOCTABICHUS WIM PACIPOCTPAHEHUS HWH(POPMAIMH
(obecnieuenue KOH(UACHIMATEHOCTH HH(OPMAIIHHN);

HEMPaBOMEPHBIX YHUUTOXKEHUS WU MoauduumpoBanus nHpopmanuu (obecriedeHue 1eI0CTHOCTH
uH(popManun);

HEMpaBOMEPHOT0 OJI0KHpOBaHUs UH(popMaIK (00ecredeHne TOCTYITHOCTH HHPOPMALIUH).

13. JIna oOecnedeHus 3amuThl HHQOpMaLMM, cojepxkalleiics B HH(DOPMALIMOHHOW CHCTEME,
IIPOBOJSATCS CIEAYIOLINE MEPOIIPUATH:

dbopmupoBaHue TpeOOBaHUH K 3aIuTe HHPOPMAIIMHU, coepKaIIecs: B MHOOPMAITMOHHOW CUCTEME;
pa3paboTKa CHCTEMBbI 3aIUTH HHPOpMAIMH HHPOPMAIIMOHHON CUCTEMBI;
BHEJIPEHUE CUCTEMBI 3aIIUTHI HHPOpMAIU HHOOPMAITMOHHOW CUCTEMBI;

aTTectanus WH(OOPMAIMOHHOW CHCTEeMBI MO0 TpeOoBaHUSAM 3amuThl WH(poOpManuu (ganee -
aTTecTarus nHOOPMAITMOHHOW CUCTEMBI) M BBOJI €€ B JICHCTBHE;

obOecrieueHre 3amUThl MHPOpPMAIMM B XOJ€ OKCIUTyaTallid aTTeCTOBAaHHOW HWH(MOPMAaIMOHHON
CHCTEMEL,

oOecrieyeHne 3alIUThl  MHPOPMALMU TPH  BBIBOJAE U3  OKCIUIyaTalliM  aTTECTOBAHHOU
MH(OPMALIMOHHON CUCTEMBI HJIM TIOCIIE IPUHATHUS PEeIeHUsS] 00 OKOHYaHUH 00paboTKK MHGOpMaIUK.

dopmupoBaHue TpeboBaHMM K 3awmuTe HoOpMauun, cogepxalliemcsa
B MH(pOPMaLIMOHHOMN cUcTeMe

www.consultant.ru Crpanuna 5 n3 41
HaJeKHasl IpaBoBasl MOAAEPIKKa


http://www.consultant.ru/
http://www.consultant.ru/

Ipuxaz ®CTIK Poccnn ot 11.02.2013 N 17
(pen. ot 28.05.2019)
"O6 yrBepxaeHun TpeboBauuii o 3amuTe HHGOPMALMH, HE COCTABIISIO. ..

JoxkymenT npenoctasien Koncynsrantlmoc
Jara coxpanenus: 02.10.2019

14. ®opmupoBanue TpeOOBaHMI K 3amuTe WHOOpPMAIUHU, COAepIKalieics B WH(DOPMAIMOHHOM
CHCTEMe, OCYILECTBIIICTCS 00aaaTesieM HHPOpMaLH (3aKa34UKOM).

®opmupoBaHue TpeOOBaHM K 3aiuTe HHGOPMaLUK, coaepxKalencs B MHOOPMALIMOHHON CUCTEME,
ocymectBisiercs ¢ yderom [OCT P 51583 "3ammra wundpopmauuu. Ilopsmox co3maHus
ABTOMATU3MPOBAHHBIX CHCTEM B 3alllMIEHHOM wHcrnojHeHnu. O6mme monoxeHus" (manee - [OCT P
51583) u T'OCT P 51624 "3ammra wHpOpMANUU. ABTOMATU3MPOBAHHBIE CHUCTEMBI B 3aIUIICHHOM
ucnionHeHnu. Oomue TpedboBanus" (nanee - FOCT P 51624) u B ToM uncIie BKIFOYACT:

NPUHATHE PEHICHUSI 0 HEOOXOAMMOCTH 3aIUTHl HH(OPMAIINH, COAEpIKaIIEHCs B HHPOPMAITMOHHON
CUCTEME;

KJIacCU(PUKANNI0 WHOOPMAMOHHONW CUCTEMBI O TPeOOBaHUSAM 3alIUTHl WHGOpMAIUU (nanee -
Kkiaccuukanusi ”HPOPMAIIMOHHON CUCTEMBI);

olpesieNieHne yrpo3 0e30macHOCTH HMH(GOPMALUH, pPean3alys KOTOPBIX MOXET IPHBECTH K
HapylIeHUIo 0e30macHOCTH MH(popManuu B MH()OPMALMOHHOW CHCTEME, W Pa3padOTKy Ha MX OCHOBE
MOJIeNU yrpo3 0e3omacHoCTH HH(pOpMaIuy;

orpezeneHue TpeOOBaHUN K CUCTEME 3aIIUThl MHpOopMauy HHHOPMALIMOHHONW CUCTEMBI.

14.1. Tlpu npuHATHH pemieHUs O HEOOXOAWMOCTH 3alIUTHl WH(POPMALUHU, COJACpXKAleics B
MHGOPMALIMOHHOM CUCTEME, OCYIIECTBISETCS:

aHaJIN3 1eNed co31aHus MH(OOPMALIMOHHONW CHUCTEMBI U 3a]ad, pellaeMbIX 3TOW MH(OPMALMOHHON
CHCTEMOM;

omnpezeneHue HHPopMaIuu, noajaexaiieii 00padborke B UHPOPMAIIMOHHON CUCTEME;

AHaJIN3 HOPMATUBHBIX MPABOBLIX dKTOB, MECTOANYCCKUX NJOKYMCHTOB U HAIMOHAJIBHBIX CTAHIAPTOB,
KOTOPBIM AOJI’)KHA COOTBETCTBOBATDH I/IH(bOpMaIII/IOHHaSI CUCTEMA,

OPUHATHE  peleHHs O  HeoOXOAMMOCTH  CO3[JaHMs  CHUCTEMBl  3alIUThl  HMH(pOpMaIMU
MH(OPMALIMOHHONW CHCTEMBI, a TaKXe ONpeJesieHne Ieneldl W 3ahad  3alluThl UHPOpMaluu B
MHGOPMALIMOHHOM  CcHCTEMe, OCHOBHBIX 3TaloB  CO3JAaHUS CUCTEMBl  3allUThl  MH(pOpMaLUU
MH(OPMALIMOHHON cUCTEMBbl U (PYHKUIMH MO OOECHeueHUIo 3alluThl MH(QOpMAaIHH, CoAepiKalleics B
nH(pOPMAIMOHHOM cucTeMe, obsaaarens nHpopMaluu (3aKa3zynka), onepaTopa U ynoJIHOMOYEHHBIX JIMII.

14.2. Knaccudukanuss nHOOPMAITMOHHON CHCTEMBI MPOBOAMWTCS B 3aBUCUMOCTH OT 3HAYUMOCTH
oOpabarbiBaeMoil B Hell uH(popMmanMu M Macmraba HHPOPMALMOHHOW cucTeMbl ((enepanbHbIH,
pPErHoHANIbHBIN, 00bEKTOBBIH).

VYcTaHaBiaMBalOTCd TpH Kiacca 3allMIIEHHOCTH HWH(GOPMAIMOHHON CHCTEMBI, OIpeaelIsIole
YPOBHU 3alUIIEHHOCTH cojep:kaiieics B Hell uHpopmaruu. Camblii HU3KUM Kjacc - TPETUH, cambli
BBICOKHUH - nepBbIif. Kitacc 3amuiienHocT nHGOpMaIMOHHON CUCTEMBI OIIPEENsieTCsl B COOTBETCTBUU C
npuiokenneM N 1 k HacTosiuM TpeGoBaHUsIM.

(8B pen. IIpukaza ®CTOK Poccun ot 15.02.2017 N 27)
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Knacc 3amumienHoctd ompexaensiercs Ui WHGOPMALMOHHOM CHCTEMBI B LEJIOM U, NpHU
HEOOXOJMMOCTH, JJIsI €€ OTAEIbHBIX CerMEHTOB (cocTaBHBIX uacteid). TpeboBanme K Kiaccy
3aIIMIIEHHOCTH BKIIIOYAETCS B TEXHHMUYECKOE 33aJaHMe Ha CO3JaHHe MH(POPMAIMOHHON CHCTEMBI U (WJIH)
TEXHUUYECKOE 33/1aHME (YaCTHOE TEXHHYECKOE 3aJaHue) Ha CO3JaHHWE CHCTEMbl 3allUThl MH(OpPMALUH
nHPOPMAIMOHHON cucTembl, pa3pabarbiBaembie ¢ yuetom [OCT 34.602 "Huadopmanmonnas
TexHojorus. Kommiekc CTaHmapToB Ha aBTOMATH3MPOBAaHHBIE CHCTEMbI. TeXHHUYECKOE 3aJaHue Ha
co3ganue apromatuzupoBanHoi cuctemel" (nanee - OCT 34.602), TOCT P 51583 u I'OCT P 51624.

Kiacc 3ammmeHHOCTH WH(GOPMAIIMOHHOW CHCTEMbI IOJUICKUT IIEPECMOTPY MpU H3MEHEHHHU
MacmTaba HHPOPMAITMOHHONW CUCTEMBI WIIM 3HAYUMOCTH 00pabaThiBaeMoii B Hell HH(popMaIum.

Pesynbratel kinaccudukanuy nHGOPMALMOHHONW CUCTEMBI O(DOPMIIAIOTCS aKTOM KJIacCH(PHUKAIUH.

Kracc 3amumieHHOCTH WHGOPMAITMOHHON CUCTEMBI, (PYHKIIMOHUPOBAHUE KOTOPOU MPEOoIaraeTcs
Ha 0a3e MH(OPMAIMOHHO-TEIIEKOMMYHHKAIIMOHHONH WH(PPACTPYKTYpPhI IIeHTpa 00padOTKU MaHHBIX, <1>
HE JIOJDKEH OBITh BBINIE KjIacca 3allMIIEHHOCTH WH(POPMAIMOHHO-TEIIEKOMMYHHKAITHOHHOM
UH(PACTPYKTYpPHI LIEeHTpa 00pabOTKU JaHHBIX.
(a63arn BBeneH [Ipukazom ®CTIK Poccum ot 28.05.2019 N 106)

<1> IlynkT 5.3 Meroan4yeckux ykazaHUi 1O OCYIIECTBICHHIO yueTa WH(OPMAIIMOHHBIX CUCTEM H
KOMIIOHEHTOB MH()OPMAIIMOHHO-TEIEKOMMYHHUKAIIMOHHON HH(PACTPYKTYphl, YTBEPKICHHBIX MPUKA30M
MunkomcBsizu Poccun ot 31 mas 2013 r. N 127 (3apeructpupoBan Muntoctom Poccuu 5 Hosi6pst 2013
r., peructpanuonHsiii N 30318), ¢ yuetom n3MeHeHUi, BHECEHHBIX MpUKa3oM MuHKoMcBs3u Poccun ot
15 urons 2016 r. N 266 (3apeructpupoBad Muntocrom Poccun 14 utons 2016 r., peructpaiiioHHbiii N
42853).

(caocka BBeneHa [Ipukazom ®CTIK Poccun ot 28.05.2019 N 106)

14.3. Yrpo3sl 6e30macHOCTH WHGOPMAIIMH ONPEACIISIIOTCS 10 pe3yIbTaTaM OLIEHKH BO3MOMXHOCTEH
(moTeHMana) BHEMIHUX W BHYTPEHHUX HapyIIMTeNel, aHamu3a BO3MOXHBIX  YS3BHUMOCTEH
MH(POPMAIIMOHHON CHCTEMBI, BO3MOXKHBIX CIIOCOOOB pealH3aluy yrpo3 0e30MacHOCTH WHPOpMAIHud U
MOCJIEJICTBUM OT HapyIllIeHUs! CBOMCTB Oe30macHOCTH nHpopMannuu (KOH(QUASHIMAIBHOCTH, LIETOCTHOCTH,
JIOCTYITHOCTH).

(8B pen. IIpukaza ®CTIK Poccun ot 15.02.2017 N 27)

B kauecTBe HCXOIHBIX TAHHBIX JUTS OMPEeNICHIs YIpo3 0€30MacHOCTH HH()OPMAIHH HCIIOIB3YETCs
0aHK JMaHHBIX yrpo3 Oes3omacHocTH uH(popmarnmu (bdu.fstec.ru), BegeHHE KOTOPOTO OCYIIECTBIISETCS
OCTIK Poccun B coorBerctBuu ¢ noAmyHKToM 21 myHkra 8 Ilonoxenus o denepanbHol ciayxbe 1mo
TEXHUYECKOMY H OKCIOPTHOMY KOHTPOJIIO, yTBepkaAeHHoro YkasoM Ilpesunenta Poccuiickoit
®enepanun ot 16 aBrycta 2004 . N 1085 (Cobpanue 3akononatenbcTBa Poccuiickoit deneparuu, 2004,
N 34, ct. 3541; 2006, N 49, ct. 5192; 2008, N 43, cT. 4921; N 47, ct. 5431; 2012, N 7, ct. 818; 2013, N
26, ct. 3314; N 53, ct. 7137; 2014, N 36, ct. 4833; N 44, c1. 6041; 2015, N 4, ct. 641; 2016, N 1, cT.
211) (manee - OGank nmaHHBIX yrpo3 OezomacHoctd uHpopmanuu PCTIK Poccum), a Takxke HHBIE
MCTOYHUKH, COZCPIKAIINE CBEICHUS 00 YI3BUMOCTSX U yrpo3ax 0€30MacHOCTH WH(POPMAIIHH.

(a63ar BBeneH IIpukazom @CTIK Poccun ot 15.02.2017 N 27)

[Tpu oTpeaeNeHuN yrpo3 0€30MacHOCTH nHpopMauu YUUTBHIBAIOTCS
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CTPYKTYpHO-(D)YHKIIHOHAJIbHBIE XapaKTEPUCTUKU WH(OPMAIIMOHHON CHUCTEMBI, BKIIOYAIOIINE CTPYKTYPY
U cocTaB MH()OPMAMOHHON CUCTEMBI, (PU3NYECKHE, JJOTHYECKUE, (YHKIIMOHATIBHBIE 1 TEXHOJIOTHYECKHE
B3aMMOCBSI3M MEX/1y CerMeHTaMH WH(POPMAIIMOHHOM CUCTEMBI, C HHBIMH HH(POPMALIMOHHBIMU CUCTEMaMHU
U MHOOPMALMOHHO-TEIEKOMMYHUKAIIMOHHBIMUA ~ CETAMH, pPEXHMBI 00paboTkn wuH(pOpManuu B
WHPOPMALIMOHHON CHUCTEeME M B €€ OTHCNbHBIX CErMEHTaX, a TaKKe HHbIE XapaKTePUCTHKH
UHQOPMAIIMOHHOW CUCTEMBI, NpPUMEHsAEMble HH()OPMAIMOHHBIE TEXHOJIOTUHM U OCOOCHHOCTH e
(GyHKIIMOHUPOBAHUS.

[Ipu onpeneneHun yrpo3 0Oe30maCHOCTH HMHGPOpPMAMKM B HH(MOPMAIIMOHHOW  CHCTEME,
(YHKIIMOHUPOBAHWE KOTOPOWM TMpenrnoyiaractcs Ha 0a3e HH(DOPMANMOHHO-TEIEKOMMYHUKAIIMOHHOM
HHQPACTPYKTYphl IIEHTpa OOpabOTKM JIaHHBIX, JOJDKHBI YYHTBIBATHCS YIPO3bl  0€30MaCHOCTH
nH(OpMALNY, aKTyalbHBIC IS HH()OPMAIMOHHO-TEICKOMMYHUKAIMOHHOW HWH(PACTPYKTYpPHI ILEHTpa
00pabOTKH TaHHBIX.

(a63arn BBeneH [Ipukazom ®CTIK Poccum ot 28.05.2019 N 106)

[To pe3ynabraTaM OIpeACNiCHHUs yrpo3 O€30MacHOCTH HH(POpPMALUH TMPH HEOOXOAUMOCTH
pa3padaTbIBalOTCA PEKOMEHIAIMH MO0 KOPPEKTHPOBKE CTPYKTYPHO-(PYHKIMOHAIBHBIX XapaKTEPHCTUK
UH()OPMAIIMOHHON CHCTEMbI, HAlpaBJCHHbIC Ha OJOKHpOBaHHE (HEUTpPATM3aLUI0) OTACIBHBIX YIrpo3
6e30macHOCTH HHPOPMALIUH.

Monens yrpo3 OezomacHOocTH HHGOpMAalUU [OJKHA COAEpX,aTh ONHUCaHWE HH(OPMALMOHHON
CUCTEMBI U €€ CTPYKTYpHO-(QYHKIIMOHAIBbHBIX XapaKTEPUCTUK, a TAKXKE OMHCAHME Yrpo3 0e30M1acHOCTU
uH(popMaluy, BKIIOYAIOUIEe OINMCAHUE BO3MOXKHOCTEM HapymuTened (Molenb HapyIIUTENs),
BO3MOXXHBIX YSI3BUMOCTEH HH(OPMALIMOHHOW CHCTEMBI, CIOCOOOB peanu3aluu yrpo3 O0e30MacHOCTH
nHGOpMaIUU U MTOCIEICTBUI OT HapyIIEHUs] CBOMCTB 0€30MacHOCTH UH(OPMAIIHH.

Hnst onpenenenust yrpo3 6e3omacHOCTH MHGOPMAIMK U Pa3padOTKU MOJEIHU yrpo3 0e30MacHOCTH
nH(pOpMalUK TPUMEHSIOTCS METOAMYECKHEe TOKYMEHTHI, pa3paboraHHble U yTBepxkaeHHble DCTOK
Poccun B coorBerctBuM ¢ mnoamyHkToM 4 mnyHkra 8 Ilomoxkenus o @enepanbHoil ciyx0e 1o
TEXHHYECKOMY M OKCIIOPTHOMY KOHTPOJIO, yTBepxkaAeHHOTo Ykaszom Ilpesumenta Poccuiickoii
®enepanuu ot 16 aBrycta 2004 r. N 1085 (Cobpanue 3akonogarenbctBa Poccuiickoit @enepanmu, 2004,
N 34, ct. 3541, 2006, N 49, cT. 5192; 2008, N 43, c1. 4921; N 47, c1. 5431; 2012, N 7, ct. 818).

14.4. TpeboBaHMs K CUCTEME 3aIIUTHl HHPOPMAIMK UHPOPMAILIMOHHOW CHCTEMBI ONPEIEISIIOTCS B
3aBUCUMOCTH OT KJlacca 3allUIIEHHOCTH HWH(POPMALMOHHOM CHUCTEMBI M Yyrpo3 0e30MacHOCTH
nH(pOpMalKH, BKIIOYEHHBIX B MOJIENb YTPO3 0€30MaCHOCTH MH(POPMAIIH.

TpeboBanusi K cucTeMe 3aluThl WHGOpMauu WH(HOPMAIMOHHONW CHUCTEMBI BKJIIOYAIOTCS B
TEXHUYECKOE 3aJaHle Ha co3JaHue HHPOPMAIIMOHHON CHCTEMBI M (MJIM) TEXHUYECKOE 3a/laHne (4acTHOE
TEXHHYECKOEe 3aJlaHue) Ha CO3JaHHE CHCTEMbI 3alUThl WH(OpPMAlUKU HHPOPMAIIMOHHON CHCTEMBI,
paspabateiBaembie ¢ yaetom ['OCT 34.602, TOCT P 51583 u I'OCT P 51624, u nomKHBI B TOM YHCIIE

COJEPKATh:
1eNb U 3aa4u oOecriedeH sl 3aluThl HH(popManuy B HHHOPMALMOHHON CUCTEME;
KJIacC 3alIMIIEHHOCTH UH(POPMAITMOHHONW CUCTEMBI;

NEPCUCHb HOPMATHUBHBLIX IIPABOBBIX AKTOB, MCTOAWMYCCKUX JTOKYMCHTOB HW HAIWOHAJIBHBIX
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CTaHAapTOB, KOTOPLIM AOJIKHA COOTBETCTBOBATH I/IH(i)OpMaI_[I/IOHHaSI CHUCTEMA,
MEPCUCHb 00BEKTOB 3allIUThI HH(bOpMaHHOHHOﬁ CUCTEMBI,

TpeOOBaHUS K MEpaM M CPEACTBaM 3aIllUThl MHPOPMALUHU, MPUMEHSEMBIM B HH(POPMALMOHHOM
CUCTEME;

cTaauu (3Tarnbl padoT) CO3aHUsI CHCTEMBI 3aIIUTH HH(POPMAIIMOHHOW CUCTEMBI;
(a63arn BBeneH [Ipukazom @CTOK Poccuu ot 15.02.2017 N 27)

TpeOOBaHUS K MOCTABIIEMbIM TEXHHUECKUM CPEICTBAM, IPOrPAMMHOMY 00ECIICUEeHHIO0, CPEACTBAM
3amuTHl HH)OpMAaLUH;
(a63an BBeneH Ipukazom ®CTIK Poccun ot 15.02.2017 N 27)

(GyHKIMU 3aKa34udMKa U Omeparopa Mo OOCCICYCHUIO 3alluThl WHPOpMANUU B MH(OPMAIIMOHHON
CHCTEME;
(a63an BBeneH Ilpukazom ®CTOK Poccun ot 15.02.2017 N 27)

TpeOOBaHUS K  3allUTe CPEACTB M  CHUCTeM, OOECleuMBalOmMX  (YHKIMOHHPOBAHUE
nH(pOpMaLIMOHHOU CUCTeMBI (0OecreunBaroleil HHPPacTPYKType);
(a63an BBeneH Ilpukazom ®CTOK Poccun ot 15.02.2017 N 27)

TpeOoBaHUS K 3amuTe HHPOpMAIMK Npu UHGOPMAIMOHHOM B3aUMOACWCTBUM C HWHBIMU
I/IH(l)OpMaHI/IOHHI)IMI/I CUucreMamMm n I/IH(bOpMaIII/IOHHO-TGJ'IGKOMMYHI/IKaIII/IOHHI:IMI/I CE€TsIMHU, B TOM YHCJIE C
WH(OPMAIMOHHBIMU CUCTEMAaMH YIOJHOMOYEHHOTO JIMIA, a TAaK)Ke MPHU MPUMEHEHUH BBIYMCIUTEIbHBIX
pecypcoB (MOIIIHOCTEM ), TPEIOCTABISEMBIX YIIOJITHOMOYSHHBIM JIUIIOM JJI1 00pab0TKU H(OPMAITUH.

[Tpu ompeneneHun TpeOOBaHHW K cHUCTEME 3allUThl HHPOpMAIMK WHGOPMAIMOHHON CHCTEMBI
YYHUTBHIBAIOTCSL TOJOXKEHUSI TIOJUTUK oOecredeHus: WHQPOpMalMOHHOW Oe3omacHOCTH oOnamarens
nH(popmanuu (3aKa3urka), a TakKe MOJNUTUK obecredeHus WH(POPMAIIMOHHONW OE30MacHOCTH Orneparopa
M YIOJHOMOYEHHOTO JIMIIa B YacTH, HE TPOTHBOPEYAINIEH TOJUTHKAM oO0namatenss HH(pOpMaIiu
(3aKa3umka).

(B pen. [Ipukaza ®CTIK Poccun ot 15.02.2017 N 27)

B ciydae coznanus nH(OpMaMOHHON CUCTEMBI, (PYHKIIMOHUPOBAHHE KOTOPOH IMpeJoaraeTcs Ha
0a3ze HMHPOPMAIIMOHHO-TEJIEKOMMYHUKAIIMOHHOW HMH(QPAcCTpyKTypsl LEHTpa oOpabOTKHM JaHHBIX,
JIOTIOJTHUTEIBHO ONPEACIAIOTCS TpeOOBaHUS IO 3aluTe WHPOPMALUHU, MOJUIekKallue peaau3aluu B
MH(pOPMAITMOHHO-TEIEKOMMYHHUKAITMOHHOW HHPPACTPYKTYpE IIEHTpa 00paOOTKHU JaHHBIX.

(a63ar BBeneH [Ipukazom @CTIK Poccun ot 28.05.2019 N 106)

Pa3paboTka cucTeMbl 3aWmTbl MH(popMaLmm MHPOPMaLMOHHON CUCTEMbI

15. PaspabGotka cucremMbl 3amuThl HHGOpMAMU HHOOPMAIIMOHHONW CHUCTEMbI OpraHU3yeTCs
oOnanareneM nHGoOpMalny (3aKa3uuKoM).

PazpaboTka cuctembl 3amuThl MHQOpPMAUUU HHGOPMAIIMOHHONW CHCTEMBI OCYILIECTBISETCS B
COOTBETCTBUH C TEXHUYECKUM 3aJlaHuEM Ha CO37aHHe MHPOPMAIIMIOHHOW CHUCTEMBI U (MM ) TEXHUYECKUM
3aJjaHieM (4acTHBIM TEXHMYECKUM 3aJlaHMEeM) Ha CO3JaHHE CHUCTEMBbl 3alluThl HH(OpMaIUH
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uHpopmannonnoit cucrembl ¢ yderom ['OCT 34.601 "Hudopmarnmonnass texnomorus. Komriekc
CTaHJApTOB Ha aBTOMATU3UPOBAHHBIE CUCTEMbl. ABTOMAaTH3UpOBaHHble cucTeMbl. Ctanuu co3gaHus"
(manee - 'OCT 34.601), 'OCT P 51583 u 'OCT P 51624 u B TOM uncie BKIIOYAECT:

MPOEKTUPOBAHUE CUCTEMBI 3aLIUTHI HHPOPMAIIUN UHPOPMAILIHOHHOM CUCTEMBL;

pa3paboOTKy  OKCITyaTallMOHHOW  JOKYMEHTAlMK Ha  CHUCTeMY  3alluThl  HHQOpPMAIUH
WH(POPMAIIMOHHON CUCTEMBI,

MaKeTUPOBAHUE W TECTUPOBAHUE CHCTEMBI 3alTUThl HH(pOpMau HHPOPMAITMOHHON CUCTEMBI (TIpH
HEOOXOUMOCTH).

Cucrema 3ammThl WHPOpPMAUUKW HWHPOPMAIMOHHOW CHCTEMBI HE JIOJDKHA MPEMsTCTBOBATH
JOCTHKEHUIO LIeJIel co3/1aHus UH(OPMAIIMOHHON CUCTEMBI U €€ (PYHKLIMOHUPOBAHUIO.

[Tpu pa3paboTke cucTeMbl 3aUTHl MH(GOPMAIMH WH(POPMALMOHHON CHUCTEMBI YYHUTBHIBACTCS €e
MH(POPMALIMOHHOE B3aUMOJICHCTBUE c UHBIMU UH(POPMALMOHHBIMU CUCTEMaMHU u
MH(POPMAIMOHHO-TEIEKOMMYHUKAITUOHHBIMU CETSIMHA, B TOM YHUCIIE ¢ MH(POPMALMOHHBIMH CHUCTEMaMH
YIIOJIHOMOYEHHOIO  JIMIA, a TakXKe IPUMEHEHHE BBIUMCIUTENBHBIX PECypcoB  (MOILHOCTENN),
MPEJOCTABISIEMBIX YIIOJTHOMOUYSHHBIM JIMIIOM JIJIsl 00paboTKH WH(pOpMAIIHH.

15.1. IIpu npoeKTUPOBAHUH CUCTEMBI 3alIUThI HH(GOpMAUU UHHOPMAITMOHHON CHCTEMBI:

OTIPEAEISAIOTCS TUIIBI CYOBEKTOB J0CTYIA (I10JIb30BATEH, IPOLECCHl U MHBIE CYOBEKTHI 10CTYIA) U
OOBEKTOB JOCTyNa, SBISAIOUIMXCS OOBEKTaMHU 3alIUThl (YCTpOicTBa, OOBEKTHI (hailloBOM CHCTEMBI,
3alycKaeMble M HUCIOJHSEMblE MOJYJIH, OOBEKThl CHUCTEMbI YIpaBieHUs 0a3aMu JaHHBIX, OOBEKTHI,
CO3J1aBaeMble MPHUKIIAHBIM IPOrPAMMHBIM 00€CIIedeHUEM, HHbIE 00BEKTHI JOCTYIIA);

OTIPEAEIAI0TCS METO/Ibl YIIPABICHUS JOCTYIOM (IMCKPELMOHHBIN, MaHJaTHBIN, POJIEBOM MM UHBIE
METOJIbI), TUNBI JOCTyHa (YTCHHE, 3alKcCh, BHINOJHEHHE WM WHBIE THUIBI JOCTyMa) U MpaBUia
pasrpaHudeHusl J0CTyna CyOBEKTOB JOCTyma K OOBbeKTaM JocTyna (Ha OCHOBE CIHCKOB, METOK
0€30MMacHOCTH, POJICH U MHBIX MPABHII), MOAJIEKAIIUE PeaTH3a[ui B MHPOPMAIIHOHHOW CUCTEME;

BBHIOMPAIOTCS MEphl 3allUThl HUHQOpPMALUM, TMOJJISKAIINE peaTu3allii B CHCTEME 3alllUThI
nHpopmanuy HHGOPMAITMOHHON CHCTEMBI,

OTIPENIETISIOTCST BUABI W THUIIBI CPEJCTB 3aIIUTHhl WHOOpMAIK, OO0ECIEYNBAIOIINE PpEaTU3aINI0
TEXHUYECKUX Mep 3alIUThl HHPOPMAIUH;

OTIPENIETISIETCSI CTPYKTYypa CHCTEMBI 3aIUThl WHPOpManuu WHGOPMAIMOHHONW CHCTEMBI, BKJIFOYAs
cocTaB (KOJIMYECTBO) M MECTa Pa3MEIIEHHUs €€ dTIEMEHTOB;

OCYIIIECTBIISIETCSI BBIOOP CPENCTB 3alIMTHl MH(OpMaLKU, CEPTHUPHUIMPOBAHHBIX HAa COOTBETCTBUE
TpeOOBaHUAM 1O O€30MacHOCTH HMH(OpPMAIUMK, C YYeTOM HUX CTOMMOCTH, COBMECTUMOCTH C
MH(OPMALIMOHHBIMU TEXHOJOTHSIMH U TEXHMYECKUMHU CpeacTBaMHu, (yHKUMH Oe30macHOCTH AITHX
CpPeACTB U OCOOCHHOCTEN MX pealn3alliy, a TakKe Kiacca 3allUIIeHHOCTH HH(POPMAITMOHHON CHCTEMBI;

OTIPENIETISTIOTCST TpeOOBaHUS K TMapaMeTpaM HACTPOMKH MPOTPaMMHOTO OOeCIeueHHs, BKITFOYast
MPOrpaMMHOE O0eCTIeUeHrEe CPEICTB 3aMUThI HH(YOpMALIUU, 00ECTIEUHBAIOIINE PEATU3AINIO MED 3aIIUTHI
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uH(pOpMaIINH, a TAK)KE YCTPaHEHHE BOZMOXKHBIX YA3BUMOCTEH WH(POPMAIIMOHHON CHCTEMBI, TPUBOISAIINX
K BO3HHKHOBEHUIO Yrpo3 0e30macHoCTH HH(OpMaLuy;
(8 pen. Ilpukaza ®CTOK Poccun ot 15.02.2017 N 27)

OTIPENENSIOTCS MEphl 3aIIuThl HHGOpManuu Npu HHOOPMAIIMOHHOM B3aMMOJICWCTBUH C HWHBIMU
I/IH(i)OpMaI_[I/IOHHLIMI/I CUucreMamMu n I/IH(bOpMaI_[I/IOHHO-TeHeKOMMYHI/IKaI_[I/IOHHBIMI/I CCTsIMHU, B TOM YHUCJIC C
WH(POPMAIIMOHHBIMH CUCTEMaMH YITOJIHOMOUYEHHOTO JIUIA, a TAaKXKE MPH MPUMEHEHHH BBIYMCIATEIBHBIX
pecypcoB (MOIIHOCTEH ), MPEAOCTABISEMBIX YIIOJTHOMOYSHHBIM JIMIIOM JIJIs 00paOOTKU HHPOPMAITUH.

Pe3ynbrarhl MpPOEKTHPOBAHUS CHUCTEMBI 3alUThl WHGOPMaluu HHPOPMALMOHHON CHUCTEMBI
OTPAXXAIOTCS B TPOEKTHOW JOKYMEHTAllMW (SCKU3HOM (TEXHUYECKOM) MpoekTe u (miu) B paboueit
JOKYMEHTAIlMi) Ha HMH()OPMAIMOHHYIO CUCTeMY (cHcTeMy 3amuThl WHGOpManuu HHPOPMAIIMOHHON
cuctembl), paspabareiBacmbix ¢ ydetoM ['OCT 34.201 "WudopmanmonHas TtexHojorus. Komrmieke
CTaH/IaPTOB Ha aBTOMATU3WPOBAHHbBIE CUCTEMbI. BU/IbI, KOMIIJIEKTHOCTh U 0003HAUEHUE JOKYMEHTOB MpU
co3aaHuu aBroMaTu3npoBanHbix cuctem" (manee - [OCT 34.201).

[lpoekTHass NOKyMeHTalusi Ha WHQPOPMAIMOHHYIO CHCTEMY U (WJIM) €€ CHUCTeMY 3alllUThl
UH(POPMAIIMU TOJUICKAT COrVIACOBAHUIO C ONEpaTopoM HH(GOPMAIMOHHON CUCTEMBI B Ciydae, €ClIH OH
OIIpEJIeJICH TAaKOBBIM B COOTBETCTBUU C 3aKOHOJATEIbCTBOM Poccuiickoii ®denepaniuu K MOMEHTY
OKOHYAaHHA IMMPOCKTUPOBAHUA CUCTCMbI 3alIUTHI I/IH(i)OpMaIII/II/I I/IH(i)OpMaHI/IOHHOfI CHUCTEMBI U HEC SBIIACTCA
3aKa34MKOM JJaHHON MH()OPMAIIMOHHON CHCTEMBI.

[lpy OTCyTCTBHM HEOOXOIUMBIX CpEACTB 3aIIuThl HH(pOpManuu, cepTUGUIMPOBAHHBIX Ha
COOTBETCTBHE TpeOOBaHMUAM IO 0€30MacHOCTH HMH(OpMAIUMHM, OpraHu3yeTcs pa3paboTka (1opaboTka)
Cpe/ACTB 3allIUThl HHPOPMALIUU U UX CEPTUPHUKAIMS B COOTBETCTBUH C 3aKOHOAATEIHCTBOM Poccuiickoii
denepany UM MPOU3BOJUTCS KOPPEKTHUPOBKA MPOEKTHBIX PElIeHUH Mo MH(OPMAIMOHHON cCHCTEME U
(umm) ee cucreMe 3amUTHl WHGOPMAIMKA C y4ETOM (DYHKIIMOHAIBHBIX BO3MOXKHOCTEH HMMEIOIINXCS
CepTHU(PHUIMPOBAHHBIX CPEJCTB 3AIUTHI HHPOPMAIUH.

[Ipy  NOpOEKTHPOBAaHMM  CHUCTEMBI  3alUThl  MH(pOpMauuu  MHPOPMAIMOHHONM  CHUCTEMBI,
(GYHKIIMOHMpPOBAHUE KOTOPOM mpenmnonaraercs Ha 0a3e HMH(OPMAIMOHHO-TEIEKOMMYHHKAIIMOHHON
MH(QPaCTPyKTyphl LIEHTpa 00pabOTKM JAaHHBIX, I OJIOKUPOBAHMS AKTyalbHBIX YIpo3 O€3011acCHOCTH
uHboOpMalUM  MOTYT  ObITh HPHUMEHEHbl Mepbl 3alUThl  WMHPOpPMAlUU, peaJu3yeMble B
MH(OPMALIMOHHO-TEIIEKOMM YHUKAIITMOHHON HHPPACTPYKType LIeHTpa 00pabOTKH JaHHBIX.

(a63an BBenen Ipukazom ®CTOK Poccun ot 28.05.2019 N 106)

15.2. Pa3paboTka »SKCIUTyaTallMOHHOM JOKYMEHTAallMM Ha CHUCTeMY 3alluThl HHGOpMaluu
MH(POPMALIMOHHON CHUCTEMbI OCYIIECTBIISETCS B COOTBETCTBUU C TEXHMUYECKHM 3aJaHMEM Ha CO3/aHue
MH(OPMALIMOHHONW CHCTEMbI U (MJIM) TEXHUYECKUM 3aJaHHeM (YaCTHBIM TEXHHYECKUM 33aJaHHEM) Ha
CO3JIaHHE CUCTEMBI 3aLIUThI UH(YOPMAIIMM HH(POPMALIMOHHON CUCTEMBI.

OKcIlyaTallMOHHAas JOKYMEHTAIUs Ha CUCTEMY 3allUThl MH(POpMaMi NHPOPMAITUOHHON CUCTEMBI
paspabarbiBaercs ¢ yuerom ['OCT 34.601, TOCT 34.201 u I'OCT P 51624 u nomkHa B TOM YHUCIIe
COJIEp>KaTh ONUCAHHUE!

CTPYKTYPBI CUCTCMBI 3allIUThI HH(bOpMaL[I/II/I I/IH(I)OpMaI_II/IOHHOI‘/’I CHUCTCMBI,

COCTaBa, MECT YCTAHOBKH, IapaMeTpPOB U MOpsJIKa HACTPOWKH CPEACTB 3alIUThl HHPOpMAIHH,
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nporpaMmMHOIO 00eCIICUCHHS U TEXHUYCCKHUX CpCACTB;
IIpaBUJI OKCILTyaTallud CUCTEMBI 3alllUThL I/IH(i)OpMaI_II/II/I PIH(i)OpM&HHOHHOfI CHUCTCMBI.

15.3. IIpyu MakeTHpOBaHMH M TECTUPOBAHHHM CHCTEMBI 3aIIUTHl WH(pOpMAIMHU HH()OPMAITMOHHOU
CUCTEMBI B TOM YHUCJIE OCYILECTBIISIOTCS:

poBepKa paboTOCHOCOOHOCTH M COBMECTHMOCTH BBIOPAHHBIX CPEACTB 3aIIUTHl WH(GOpMAIUU C
MH(GOPMALMOHHBIMH TEXHOJOTHAMH U TEXHUUYECKHUMHU CPEJCTBAMU;

NPOBEPKA BBHIMOJIHEHHUS BHIOPAHHBIMU CPEACTBAMH 3aIlUTHl MH(pOpMaruu TpeOOBaHUI K cUCTEME
3alUThl HUH(pOpMAMK UHPOPMALITUOHHONW CUCTEMBI;

KOPPEKTUPOBKA TMPOCKTHBIX PEHICHUH, pa3pabOTaHHBIX MPH CO3JaHUN HH()OPMAIIMOHHOW CHCTEMBI
1 (WJIM) CHUCTEMBI 3alIUThl HHPOPMAIIMK HHPOPMAITMOHHON CUCTEMBI,

a63arn uckimoveH. - [Ipukaz ®CTIK Poccum ot 15.02.2017 N 27.

MaKeTI/IpOBaHI/IC CHUCTCMbI 3alIUThI I/IH(1)OpMaI_II/II/I HH(I)OpMaHHOHHOﬁ CUCTCMBbI U €€ TCCTHUPOBAHUC
MOKCT MPOBOAUTHECA B TOM UYHUCIC C HCIOJB30BAHUCM CpCACTB M MCTOAOB MOICIUPOBAHUA
I/IH(bOpMaI_[I/IOHHLIX CHCTEM U TEXHOJOrui BUPTYyAJIU3allnH.

BHegpeHue cuctembl 3awmTtbl MH(popmaumm MHHOPMaLMOHHON CUCTEMBI

16. BHeapenue cucTeMbl 3aUThl HH(GOpMAuM HHPOPMALMOHHON CHCTEMBl OpraHu3yeTcs
oOnanareneM nHpopMaln (3aKa3uuKoM).

BHenpenue cucteMbl 3amuTbhl MHPOPMALUU HH(MOPMAIMOHHOW CHUCTEMBI OCYIIECTBIISIETCS B
COOTBETCTBUM C NMPOEKTHOM M SKCIUIyaTallUOHHOW JOKYMEHTAIlMell Ha CUCTeMY 3alluThl MH(pOpMaluu
MH(GOPMAIIMOHHOM CUCTEMBI U B TOM YHUCJIE BKIIIOYALT:

YCTaHOBKY U HACTPOWKY CPEJCTB 3alUThl HHPOPMAIIMU B HHPOPMAIIIOHHON CHUCTEME;

pa3paboTKy JTOKYMEHTOB, OMPEIENSIOMNX MPaBUia U MPOLEAYPhl, pealu3yemMble ONepaTopoM s
oOecrieueHurs 3anuThl UHGOpPMAIMU B MHGOPMAIIMOHHONW CHUCTEME B XOJI€ €€ JKCIUTyaTanuu (nanee -
OpraHHU3aIMOHHO-PACTIOPSAUTENbHBIE JOKYMEHTHI 0 3aIIuTe HHGOpMAIUN);

BHEJJPEHNE OPraHU3AIMOHHBIX Mep 3alIUThl HHPOPMAIUH;
npeBapUTeNbHbIE UCTIBITAHUS CUCTEMBI 3aIUThl HHPOPMAUU HH(HOPMAIIMOHHON CUCTEMBI;
OTIBITHYIO KCILTYaTallMI0 CUCTEMBI 3alTUThl HH(OpMaAIIUU HHPOPMAIIMOHHON CUCTEMBI;

aHamu3 ysA3BUMOCTEH MH(OPMAIIMOHHOW CHCTEMBl M HPUHATHE Mep 3allUThl MH(OpMAIUK Mo MX
YCTPaHEHUIO;

MMPUEMOYHBIC UCTIBITAHUSA CUCTECMbI 3alIIUTHI I/IH(I)OpMaI_II/II/I I/IH(I)OpMaLII/IOHHOI‘/’I CHUCTCMBEI.

K BHeapenuto cucreMbl 3amuThl HHGOpMaNMKM HMHMOPMALIMOHHOM CHCTEMBbI IPUBJIEKAETCS

www.consultant.ru Crpannna 12 u3 41
HaJeKHasl IpaBoBasl MOAAEPIKKa


http://www.consultant.ru/
http://www.consultant.ru/

Ipuxaz ®CTIK Poccnn ot 11.02.2013 N 17
(pen. ot 28.05.2019)
"O6 yrBepxaeHun TpeboBauuii o 3amuTe HHGOPMALMH, HE COCTABIISIO. ..

JoxkymenT npenoctasien Koncynsrantlmoc
Jara coxpanenus: 02.10.2019

oreparop HMHMOPMAIIMOHHOW CHUCTEMbI B CIy4ae, €CIM OH OMNpEeNieH TaKOBHIM B COOTBETCTBHH C
3akoHojaTenbcTBOM Poccuiickoit dexepanun K MOMEHTY BHEAPEHMS CHUCTEMbI 3alUThl MHPOpPMaLUU
MH(POPMALIMOHHOMN CUCTEMBI U HE SBISETCS 3aKa3YMKOM JTAHHOH MH(OPMAIIMOHHON CHCTEMBI.

16.1. YcraHOBKa M HACTpOWKa CPEJICTB 3alIMThl HHPOpMauu B ”HPOPMAIIMOHHON CUCTEME JOHKHA
MIPOBOJMTHCS B COOTBETCTBHH C DKCIUTYaTAIIMOHHOW JIOKyMEHTAIlMEH Ha CHCTEMY 3alluThl HH(pOpMaIuu
MH(OPMALIMOHHON CUCTEMBI M IOKYMEHTAallMel Ha CPeICTBA 3alUThl HH(OPMALIUU.

CpenctBa  3ammThl  MH(POpPMALMM, yCTaHABIMBaeMble B  HMH(POPMALMOHHOM  CHCTEME,
dbyHKIMOHUpYIOLIeH Ha 0a3ze WHGOPMAIMOHHO-TEIEKOMMYHUKAIIMOHHON HHQPACTPYKTyphl LEHTpa
00pabOTKM NaHHBIX, JTOJDKHBI OBITH COBMECTHMBI MEXIy COOOH, a TakXe CO CpEACTBAMH 3allHUThI
nH(pOpMaLIUY, YCTAHOBJICHHBIMU B MH()OPMAIIMOHHO-TEIEKOMMYHUKAIIMOHHON HHPPACTPYKType LIEHTpa

00pabOTKH JTaHHBIX.
(a63an BBenen Ipukazom ®CTOK Poccun ot 28.05.2019 N 106)

16.2. Pa3pabaTpiBacMble  OpPraHHU3AIMOHHO-PACTIOPSANTEIBHBIC  JIOKYMEHTHI 10  3alluTe
WHGOPMAIIMHU JOJDKHBI ONPEIEIISATh MPABUIIA U TPOIETYPHI:

yrpaBieHus (aAMUHUCTPUPOBAHHS) CUCTEMOMN 3alUThI HH(POpMAMKA HHPOPMAITMOHHONW CHCTEMBL;

BBISIBJICHUSI MHIIUJIEHTOB (OJHOTO COOBITHUSI WJIM TPYMIBI COOBITHI), KOTOPbIE MOTYT NMPUBECTH K
cO0sIM WM HapyImIeHUI0 (YHKIIMOHUPOBAHUS WH(OOPMAIMOHHOW CHUCTEMBI U (WJIH) K BO3HUKHOBEHHIO
yrpo3 0e3onacHoCTH MHPOpMAIUH (Jaiee - MHIUIEHTHI), U pearnpoBaHUs HA HUX;

yhpaBieHUs] KOH(Urypanuell arTecTOBaHHON HH(OPMALMOHHOW CHCTEMbl U CHCTEMbI 3alllUThl
nHpopMauu HHPOPMALIMOHHONW CUCTEMBI;

KOHTpOJIsI (MOHUTOPUHTA) 3a 00eCIIeYeHNEM YPOBHS 3alIUILEHHOCTH UH(OpMaLUU, coaepxKalencs
B UH(POPMALIMOHHOM CUCTEME;

3amUThl UHPOPMALIMU TIPU BBIBOJIE W3 OJKCIUTyaTallMd WH(GOPMAIMOHHON CHCTEMBI WJIM TIOCIE
MPUHATHUS peleHust 00 OKOHYaHUU 00pabOTKU MH(OPMAIIH.

16.3. IIpu BHeApEeHUN OpraHU3ALMOHHBIX MEP 3alUThl HH(HOPMALIUN OCYIIECTBISIOTCS:

peanu3anus MpaBWJI pa3TPaHUUEHUs JIOCTYIA, PErJaMeHTHPYIONIMX TMpaBa JOCTyNa CyOHEKTOB
JOCTyINa K OOBEKTaM JOCTyNa, W BBEJACHHE OTPAHMYCHHMM Ha JEHCTBUS TOJH30BATEICH, a TakkKe Ha
W3MEHEHHE YCIIOBUH DKCIUTyaTalllH, COCTaBa U KOH(QUTYpAIlMH TE€XHUYECKUX CPEICTB U MPOTPAMMHOIO
obecrneueHus;

IIPOBEPKA MOJHOTHI U ACTAIBHOCTU ONMCAHUSA B OPraHU3aLMOHHO-PACIIOPSAAUTENBHBIX TOKYMEHTAxX
0 3amuTe UHpOpMaMK ASHCTBUI MOJB30BaTENeH U aIMUHUCTPATOPOB HHPOPMAIIMOHHON CUCTEMBI TIO
peanu3aly OpraHu3alMOHHBIX Mep 3alUThl HH(popMaIuy;

0TpaboOTKa AEUCTBUN JOKHOCTHBIX JIMI] U TOJpPAa3/ieieHU, OTBETCTBEHHBIX 3a pealn3allio Mep
3alIUTHI UH(OPMAIIHH.

16.4. TlpeaBapuTenbHble UCIBITAHUS CUCTEMBI 3alIUThl MH(POpMAMU MHPOPMAIIMOHHON CHUCTEMBI
npoBojstcst ¢ yderom ['OCT 34.603 "UudopmanmoHHas TexHoJOTus. Buabl wucnbITaHuit
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aBToMatu3upoBaHHbIX cucteM" (mamee - [OCT 34.603) u BKIIOYAIOT MPOBEPKY PabOTOCIIOCOOHOCTH
CHCTEMBl 3aIluThl HHQOpMAnUK WHPOPMALMOHHON CHCTEMBI, a TaKKXe IMPHHITHE pPEIICHHUs O
BO3MOKHOCTH OTBITHOM 3KCILTyaTalluy CUCTEMBI 3aIIUTHI HHPOPMALUU HHHOPMAIITHOHHON CHCTEMBI.

16.5. OmbITHasg SKCIUTyaTanusi CHUCTEMBI 3aIlIUTHl WHPOPMAIMU HWHPOPMAIMOHHOW CHCTEMBI
npoBojutcs ¢ yuerom ['OCT 34.603 u BxitoyaeT HpOBEpKY (PYHKIIMOHHPOBAHHUS CHUCTEMBI 3alUTHI
uHpOpMaMu WHPOPMAIIMOHHOW CHUCTEMBI, B TOM YHCIIE PEATM30BAaHHBIX MEp 3aIlUTHl MH(OpManuu, a
TaKXe TOTOBHOCTH MOJIb30BATEICH U aJMHHUCTPATOPOB K AKCIUTyaTal[MH CUCTEMBI 3alIUThI HH(OpMAIUU
UH()OPMAIIMOHHON CHCTEMBI.

16.6. Anamu3 ys3BuUMOcTel WH()OPMANMOHHONW CHUCTEMBI TIPOBOAMUTCS B MEISAX OIEHKHU
BO3MOKHOCTH IPEOIOJICHUSI HAPYIIUTEIIEM CHCTEMbI 3aIUThl HHGOpMaIuy nHHOPMAIIMOHHON CHCTEMBI
Y TIPEIOTBPAIICHHSI pealU3aIiK YTPo3 0€301MacHOCTH HHPOPMAITUH.

AHanu3 ysa3BUMOCTEH HH(POPMALIMOHHOM CHCTEMbl BKIIOYAET aHAJIU3 YSI3BUMOCTEH CpeICTB
3amMThl MHGOpPMAIMK, TEXHUYECKHX CPEACTB M MPOrpaMMHOTO obecneueHus WHGOPMAIMOHHON
CUCTEMBI.

[lpu anamuze ys3BUMOCTEH HH(OPMAIIMOHHOW CHCTEMBI IPOBEPSIETCS OTCYTCTBHUE HM3BECTHBIX
yA3BUMOCTEH CPeACTB 3aIllUThl MHPOPMALMHU, TEXHUUYECKUX CPEACTB M IMPOrpaMMHOr0 oOecreuyeHus, B
TOM 4YHUCIIE C Yy4eToM HWH(POpPMAlUHU, HMEIoLeHcs y pa3paboTUYMKOB M TIOINYYEHHOW W3 JPYTHX
OO0IIE0OCTYHBIX UCTOYHUKOB, IPABUIBHOCTh YCTAHOBKM M HACTPOMKHU CPEJCTB 3alIUThl MHPOPMALIUHY,
TEXHUYECKUX CPEJICTB U NMPOrpaMMHOI0 0OECIEUEHHUs, a TAKXKE KOPPEKTHOCTh padOThl CPEACTB 3aILUTHI
MHGpOpMAaLUU TPU UX B3aUMOJCHCTBUU C TEXHUUYECKUMU CPEJICTBAMU U IIPOTPAMMHBIM 00€CTIE€YeHHEM.

B CJIy4ac BbIABJIICHUSA YSISBHMOCTeﬁ HH(i)OpMaHI/IOHHOI;'I CHUCTCMbI, IPUBOJAIIINX K BO3ZHHKHOBCHHIO
AONOJHUTCIIBHBIX  YI'PO3 0e30IMacHOCTH I/IH(l)OpMaI_[I/II/I, NpoBOAUTCA YTOUHCHHUEC MOJCIN YI'PO3
0e30macHOCTH I/IH(l)OpMaHI/II/I u 1Ipu HCO6XOI[I/IMOCTI/I MNPUHHUMAIOTCA JOMOJHUTCIIBHBIC MCEPbI 3alllUTHI
I/IHCI)OpMaI_[I/II/I, HaIlpaBJICHHBIC Ha YCTPAHCHUC BBISABIICHHBIX y5I3BHMOCTeI>’I NN HCKIYaromme
BO3MOXHOCTD HUCIIOJIb30BAHHA HAPYIIUTECICM BbIABICHHBIX y5I3BI/IMOCT€I\/'I.

[To pe3ynbTaTam aHaimu3a ysS3BUMOCTEH OJKHO OBITH MOATBEPXKICHO, YTO B MH(OPMALMOHHON
CHUCTEME OTCYTCTBYIOT YSI3BUMOCTH, COZEp Kaluecs: B OaHKe JaHHBIX yrpo3 0e30macHoCTH WHpOpMaIuu
®CTOK Poccun, a Takke B MHBIX UCTOUYHUKAX, WIM MX HCIOJIb30BaHUE (IKCIUTyaTaIMsl) HapyIIUTEIeM
HEBO3MOKHO.

(a63ar BBeneH IIpukazom @CTIK Poccun ot 15.02.2017 N 27)

16.7. IlpueMouHble HCIBITAHUS CHUCTEMBI 3alIUTHl MHPOpPMAUU HHYOPMALMOHHOW CUCTEMBI
npoBojstcst ¢ yuerom ['OCT 34.603 u BKIIIOYAIOT MPOBEPKY BBHIMOJHEHUS TpeOOBaHUN K CUCTEME
3amuThl UHGOpMaMM HHQOPMAIIMOHHOM CHCTEMbl B COOTBETCTBUM C TEXHUYECKUM 3aJaHUEM Ha
co3laHre MH(OPMAIIMOHHOM CHCTeMBl U (WJIM) TEXHUUYECKHUM 3aJaHuEeM (YacTHBIM TEXHUYECKHM
3aJlaHuEM) Ha CO3/1aHHE CUCTEMBI 3alIUThl HHPOPMAIIUN HHPOPMAIIIOHHON CHCTEMBI.

ATtTectauun MHCbOpMaLI,VIOHHOﬁ cUcTeMbl U BBOA ee B AenUcTBme
17. Arrectauusi WHGOPMAIMOHHON CHUCTEMBI OpraHusyercss oOnaaareneM UHGOpMaUu

(3aKa34MKOM) HIIM OMEpPaTOpPOM U BKIFOYAET MPOBEICHUE KOMILUIEKCA OPTaHU3AIIMOHHBIX U TEXHUYECKHUX
MEpPOMPUATHI (aTTECTAI[MOHHBIX HCIBITAHUI), B pe3yJbTaTe KOTOPBIX MOATBEPKAAECTCS COOTBETCTBHE
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CHCTEMBI 3alIUTHI HHPOPMALUU HHPOPMAITMOHHON CHCTEMBI HACTOSIIUM TpeGoBaHuUsM.

[TpoBeneHue aTTeCTALlMOHHBIX WCHBITAHWA HMH(OPMALMOHHON CUCTEMBI JOJKHOCTHBIMM JIUIIAMU
(pabOTHUKAMM), OCYILECTBISIOUIMMH IPOEKTUPOBaHUWE U (WJIKM) BHEAPEHHUE CUCTEMBI 3alllUThI
uHpopManuu HHGOPMALIMOHHON CUCTEMBI, HE JOITyCKAETCsl.

(ab3an BBeneH Ilpukazom @CTOK Poccum or 15.02.2017 N 27; B pen. Ilpukaza ®CTOK Poccun ot
28.05.2019 N 106)

17.1. B xayecTBe UCXOTHBIX JaHHBIX, HEOOXOAMMBIX JUIsl aTTECTAlMH MHPOPMALMOHHOW CHUCTEMBI,
UCHOJB3YIOTCS MOJIENb yrpo3 0e30macHOCTH HMHGOpMalM, akT KilaccupUKauu HHGOPMAMOHHON
CHCTEMBI, TEXHUYECKOE 33/IaHue Ha CO3JjaHne WH(POPMAIIMOHHON CHCTEMBI U (WJIN) TEXHHUECKOE 3a/laHue
(yacTHOE TEXHMYECKOE 33aJaHUE) Ha CO3JlaHMe CHCTEMbl 3alluThl HMH(OpManUu HHGOPMALMOHHON
CUCTEMBbI, IPOEKTHAas W OJKCIUTyaTallUOHHAs JIOKyYMEHTallMsd Ha CHCTEMY 3allluThl HH(pOpMaluu
MH(GOPMALIMOHHOM CUCTEMBbI, OpraHU3allMOHHO-PACTIOPSIUTENbHbIE JOKYMEHTHI 10 3aIluTe UH(OpMAIHH,
pe3yabTaThl aHANIM3a YSA3BUMOCTEH WH(POPMALMOHHOW CHUCTEMBI, MaTepUaNIbl TPEIBAPUTEIBHBIX H
IIPUEMOYHBIX HCHBITAHUN CHCTEMBI 3alUThl MH(OPMAIMK MHPOPMALMOHHON CHUCTEMBI, a TaKXe UHbIE
JIOKYMEHTHI, pa3pabaThiBaeMble B COOTBETCTBHH C HACTOSIIUMHE TpeOOBaHUSIMH.

17.2. Atrectanus WHGOPMAIIMOHHOW CHCTEMbI MPOBOJIUTCS B COOTBETCTBHHM C IPOTPAMMON H
METOJMKAaMH aTTECTAllMOHHBIX MCIIBITAHUHN J0 Havyajia 00paboTKu MHGOPMAIINH, MOJIeKAIeH 3allUTe B
uH(popMaloHHON cucteme. s mpoBeneHUs arTecTaluid WH(OOPMALMOHHONW CHUCTEMBbI MPUMEHSIOTCS
HAIlMOHAJIbHBIE CTaHAAPTHl, a TaKXKE METOAMYECKHE JOKYMEHThI, pa3pa0OTaHHbIE U YTBEP)KIECHHBIC
@OCTOK Poccuu B cooTBeTCTBUHM ¢ MOANYHKTOM 4 myHkTa 8 [lonoxenus o @enepaibHOi ciyx0e 1o
TEXHUYECKOMY UM OJKCIIOPTHOMY KOHTpOJIO, YTBepKIeHHOro Ykazom Ilpesmpenta Pocculickon
®enepaunn ot 16 aBrycra 2004 r. N 1085.

[To pemenuto 3aka3ymka (ornepaTropa) aTTECTAIMOHHBIC HCIBITAHUS MOTYT OBITh COBMEIIECHBI C
MPOBEICHUEM MMPUEMOUYHBIX UCTIBITAHUN HHPOPMAITIOHHON CHUCTEMBI.
(a63arn BBeneH [Ipukazom ®CTIK Poccum ot 28.05.2019 N 106)

[To pe3ynbpTaraM aTTECTAIIMOHHBIX WCHBITAHUNA OQOPMIISIIOTCS MPOTOKOIBI aTTECTAIIMOHHBIX
WCIIBITAHUHN, 3aKII0YEHHE O COOTBETCTBMM HWH(POPMAIIMOHHOW CHCTEMBI TpPEeOOBAaHUAM O 3aIlIUTE
nH(pOpMallUM M aTTecTaT COOTBETCTBHUS B Cllydyae IOJOKUTENbHBIX PE3yJIbTaTOB AaTTECTAI[MOHHBIX
HUCIBITAaHUH.

[Ipn mpoBeAeHUM aTTECTAIMOHHBIX WCIBITAHUA IOMDKHBI TPUMEHSTHCS CIEAYIONINE METOMIbI
MIPOBEPOK (UCTIBITAHUMN):
(a63an BBeneH Ipukazom ®CTOK Poccun ot 15.02.2017 N 27)

OKCIEPTHO-TOKYMEHTALHBIA METOJI, TPEAYCMATPUBAIOIINN TPOBEPKY COOTBETCTBUS CHCTEMBI
3aIMThl  MHPOPMALMU WHPOPMALMOHHON CHCTEMbl YCTAHOBJIIEHHBIM TpeOOBAaHUSM 110 3alIUTe
nHpOpMaInHy, Ha OCHOBE OLIEHKHU AKCILTYaTaI[MOHHOU JIOKYMEHTAITUH,
OpraHU3aIOHHO-PACTIOPSIUTENIBHBIX JTOKYMEHTOB 10 3alluTe HWHPOpPMALUU, a TaKkKe YCIOBHM
(GyHKIIMOHUPOBaHUS UH()OPMALIMOHHON CUCTEMBI;

(a63ar BBeneH IIpukazom @CTIK Poccun ot 15.02.2017 N 27)

aHAIN3 YSA3BUMOCTEH HMHQOPMAIIMOHHOM CHUCTEMBI, B TOM YHKCJE BBI3BAaHHBIX HENPaBUIHLHON
HACTPOUKOH (KOH(PHUTypHpOBaHUEM) IPOIPAMMHOI0 00eCTIeYeHuUs U CPEJICTB 3aIUThl HH(pOpMaIuHy;
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(a63an BBeneH [Ipukazom ®CTIK Poccuu ot 15.02.2017 N 27)

UCTIBITAHUS ~ CHCTEMBl  3aIlUThl  HMHQOpMAIMM  TyTEeM  OCYIIECTBJICHUS  IOTMBITOK
HECaHKIIMOHUPOBAHHOTO JOCTyMa (BO3JCUCTBUSA) K HMH(POPMAIIMOHHON CHCTEME B OOXOJ €€ CHCTEMBI
3alIUThl HH(OPMAIIHH.

(a63an BBeneH [Ipukazom ®CTIK Poccuu ot 15.02.2017 N 27)

17.3. Jlomyckaercs arrTectanus HWHPOPMAIIMOHHOW CHCTEMBbl Ha OCHOBE PE3yJIbTaTOB
aTTECTAIMOHHBIX  HCIBITAHUW  BBIICJICHHOTO HaboOpa CErMEHTOB HMH(POPMAIMOHHON  CHUCTEMBI,
peaIM3YIONIUX MOJHYI0 TEXHOJIOTHIO 00paboTKK UH(pOpMaLIUH.

B sTom cnyyae pacpocTpaHeHHE aTTecTara COOTBETCTBUS Ha JPYrue CErMEHTH HHPOPMALMOHHOM
CHCTEMbl OCYIIECTBISICTCA NPU YCIOBUM HMX COOTBETCTBHMS CETMEHTaM HH(OPMAIMOHHOM CHUCTEMBI,
MPOLIE/IIINM aTTECTAl[MOHHBIE UCIIBITAHNUS.

CerMeHT CUMTaeTcsi COOTBETCTBYIOIIMM CErMEHTY HH()OPMAIMOHHOW CHCTEMBbl, B OTHOLICHUHU
KOTOpPOTr0 ObUIM MPOBEIEHBI aTTECTALIMOHHbIE UCTIBITAHUS, €CIIU Ul YKa3aHHBIX CETMEHTOB YCTaHOBJIEHBI
OJIMHAKOBbIE KJIACChI 3alUIEHHOCTH, Yrpo3bl 0€30IacHOCTH MH(OPMAIUK, PeaTn30BaHbl OJUHAKOBbIE
MIPOEKTHBIE PEIIEHUS 110 HH()OPMAIIMOHHON CHCTEME U €€ CUCTEME 3aIIUTHI HHPOPMAIIUH.

CooTBETCTBHE CEIMEHTA, Ha KOTOPBIM pACHPOCTPAHSETCA aTTeCTaT COOTBETCTBHS, CETMEHTY
MH(POPMAIIMOHHON CHUCTEMBI, B OTHOIIEHUH KOTOPOTO OBUIM MPOBEACHBI aTTECTAI[MOHHBIC HCIIBITAHUS,
MOJTBEPXKIACTCSI B XOJA€ INPUEMOYHBIX MCIBITAaHUN HH(POPMALIMOHHON CUCTEMbl WJIM CETMEHTOB
MH(OPMALIMOHHON CUCTEMBI.

B cermenTax nH()OpPMAIIMOHHOW CHCTEMBI, HA KOTOPBIE PACIIPOCTPAHSAETCS aTTeCTaT COOTBETCTBUSA,
orepaTopoM OOECHEeUMBAETCS COONIOIEHUE SKCIUTyaTallUOHHOM JOKYMEHTAallMM Ha CHUCTEMY 3allluThl
uHpopmanuu WHGOPMAIMOHHONW CHCTEMBl M OPraHW3alMOHHO-PACTIOPSAUTEIBHBIX JOKYMEHTOB IIO
3amuTe HHPOpMaIu.

OcobeHHOCTH aTTecTalnuyd MHMOPMALMOHHOW CHUCTEMBl HAa OCHOBE PE3YJIbTATOB ATTECTAllMOHHBIX
UCIBITAHUN BBIIEJICHHOIO Habopa €€ CErMEHTOB, a TaKK€ YCIOBUS U MOPSJIOK paclpoCTpaHEHHs
aTTecTaTa COOTBETCTBMS Ha JIPyTHe CErMEHThl HH(POPMALMOHHON CUCTEMBI ONPENeNIoTCs B IporpaMmme
Y METOAMKAX aTTECTALIMOHHBIX UCIBITAHUN, 3aKIFOYEHUHN U aTTECTATE COOTBETCTBHUS.

17.4. AtTectaT COOTBETCTBHS BBIAAETCS Ha BECh CPOK JKCILIyaTallud MH(POPMAIIMOHHON CHCTEMBI.
Omnepatop (obmamatenp WH(pOpMAINMK) B XOJ€ JKCIUTyaTallid WHQPOPMAIMOHHON CHUCTEMBI JOJKEH
obecrieynBaTh MOJAEPHKKY COOTBETCTBHSI CHUCTEMbI 3alllUTHl MH(OpMAIMKM aTTecTaTy COOTBETCTBUS B
pamKax peanusaliii MEpONpHUSATHI, IPeTyCMOTPEHHBIX MYHKTOM 18 HacTosmux TpeboBaHu.

(m. 17.4 B pen. ITpuxaza @®CTIK Poccum ot 28.05.2019 N 106)

17.5. BBom B geiictBue WHGOPMAIMOHHOW CHCTEMBI OCYIIECTBIISETCS B COOTBETCTBUU C
3akoHOAaTenbCcTBOM Poccwuiickoit @enepanuu 06 mHbopMaIuu, UHOOPMAIMOHHBIX TEXHOJOTHUAX H O
3amute naopmaruu u ¢ yaerom ['OCT 34.601 u pu HaTUYUU aTTECTaTa COOTBETCTBUA.

17.6. IndopmarimonHbie cucTeMbl, GyHKIIMOHUPYIOLHE Ha 6a3e o0mieil nHPPacTpyKTypsl (CpencTB
BBIUHUCIUTENbHON TEXHHKH, CEpPBEPOB  TEJIEKOMMYHHKAIMOHHOTO OOOpYyIOBaHUS) B KadecTBe
MPUKIIAQJHBIX CEPBUCOB, MOJIEKAT aTTECTALMU B COCTABE YKa3aHHOU HH(PPACTPYKTYPHI.
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B cirydae eciu nH(pOpMaMOHHAS cucrema co3aercs Ha 0aze
UH(QOPMAIIMOHHO-TEICKOMMYHHKAIMOHHON ~ MHQPACTPYKTypbl ~ [EHTpa  OOpabOTKM  JaHHBIX
YIIOJTHOMOYEHHOTO JINIa, Takas HH}pacTpykTypa LeHTpa o0pabOTKH JaHHBIX JOJDKHA ObITh aTTECTOBaHA
Ha COOTBETCTBHE HACTOSIIUM TpeboBaHUAM.

(8 pen. IIpukaza ®CTOK Poccun ot 28.05.2019 N 106)

[Mpu arrecranuu HHOOPMAIIMOHHOW CUCTEMBI JIOJDKHBI HCIIOJIB3YIOTCS PE3yJIbTaThl aTTECTAIUd
o0mieit nHPpacTPyKTyphI onieparopa HHHOPMAITMOHHON CHCTEMBI.
(n. 17.6 BBenen IIpukazom ®CTOK Poccuu ot 15.02.2017 N 27)

Ob6ecneyeHune 3awmTbl MH(hOopMaLUK B Xoae 3KCnyaTauum
aTTecToBaHHOM MHPOPMALMOHHON CUCTEMbI

18. Obecneuenue 3amuThl HHPOPMALIUU B XO€ SKCILITyaTalluyd HHPOPMAILIMOHHON CUCTEMBI TOJIAKHO
OCYIIECTBIIITCS ~ ONEPaTopoM B COOTBETCTBHM C  OKCIUTyaTallMOHHOW  JOKyMEHTaUWed H
OpTaHU3aIOHHO-PACTIOPSAUTEIILHBIMUA JOKYMEHTAMH 110 3aIIuTe HHPOPMAIIUN M BKIIOYAThH CIETYIOIIIE
MEpOTIPUSATHSL:

IUTAHUPOBAHKME MEPOTIPUATHIA TIO 3anIuTe HHPOpMAIK B HHOPMAIIMOHHOMN CUCTEME;

aHanu3 yrpo3 0ezonacHocT MHGOpPMaLUU B HH(OPMALIMOHHON CUCTEME;

yrpasieHue (aIMUHUCTPUPOBAHHE) CUCTEMOH 3aIuThl HHPOpMAaIui HHHOPMAITMOHHON CUCTEMBI;

ylpaBiieHue KOoH(purypauueil nHpopMalMOHHON CUCTEMBI U €€ CUCTEMOH 3aluThl HH(pOpMaIuuy;

pearupoBaHMe Ha UHIU/ICHTHI;

uHpOpMHpOBaHUE U 00yUeHHe epcoHata HH(POPMALIMOHHON CUCTEMBI,

KOHTpOJIb 32 OOeCHe4YeHWeM YpOBHsS 3alllUIICHHOCTH HH(OpManuu, cojepkaiiencs B
MH(OPMAIMOHHOH cucTeMe.

(n. 18 B pexn. Ilpukaza ®CTIK Poccun ot 28.05.2019 N 106)

18.1. B xozae ruiaHupoBaHUs MEPONPHUATUH 1O 3aluTe HHPOPMALUU B HH(OPMAIIMOHHON CUCTEME
OCYILECTBIISIOTCS:

OINpECIICHUE JIMI, OTBETCTBEHHBIX 3a IIJJAHUPOBAaHUE M KOHTPOJIb MEPONPUATUN IO 3aIIuTe
nH(popManuu B ”HGOPMAITMOHHON CHCTEME;

OMpCACIICHUC JINL, OTBCTCTBCHHBIX 3d BBIABJICHUC MHIIUJACHTOB U PCATUPOBAHUC HA HUX;

pa3pa0oTKa, YTBEp)KJIEHHE M aKTyajdu3alus IUIaHa MEpONpHSATHH Mo 3ammre HHpOpManuu B
MH(OPMALIMOHHOM CUCTEME;

OMMpECACIICHUE TIOPAJKa KOHTPOJIA BBIIIOJIHCHUA MepOHpI/IHTI/Iﬁ o o0ecCIeueHuIo 3alllUThI
I/IH(I)OpMaI_[I/II/I B I/IH(l)OpMaLII/IOHHOI\/II CUCTCMEC, IPCAYCMOTPCHHBIX YTBCPIKICHHLIM IIJIAHOM.

[Tnan mepornpusTHii no 3anure “HPopMaluy B UHYOPMALIMOHHONW CUCTEME YTBEPIKIACTCSI BMECTE C
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IIpaBOBbBIM AKTOM OpraHa HUCIIOJIHUTEILHOM BJIACTH O BBOJC PIH(bOpMaL[PIOHHOI;'I CUCTCMBI B
OKCILTyaTaluro.

KOHTpOb BBIMOTHEHHUS MEPONPUATHN, MPEIYCMOTPEHHBIX IUTAHOM MEPOIPHUATHA TIO 3aIluTe
uHpopManud B HMHOOPMAIIMOHHOW CHCTEME, OCYIIECTBISECTCS B CPOKH, OIPEACICHHBIC yKa3aHHBIM
TUTAHOM.

(m. 18.1 B pen. [Ipukaza ®CTOK Poccunu ot 28.05.2019 N 106)

18.2. B xone ananuza yrpo3 0e3omacHOCTH MHGOpMAIUU B HHPOPMAIMOHHONH CUCTEME B XOJI€ €¢
IKCILTYaTAIUH OCYIIECTBIISIOTCS:

BBISIBIICHHE, aHATIN3 M YCTPAHEHUE YS3BUMOCTEH HH(POPMAITMOHHOW CHCTEMBI;
aHaJIM3 U3MEHEHHUs yrpo3 0e30nacHoCcTH MHPOPMaLUU B HH(OPMAILIMOHHON CUCTEME;

OLICHKAa BO3MOXXHBIX IIOCJIEJICTBUM pealu3alud yrpo3 0e30macHOCTM UHPOpMaluu B
MH(OPMALIMOHHOH cucTeMe.

[leppomu4HOCTE  TPOBENCHHWS  yKAa3aHHBIX  paboT  ompejaensieTcss  omepaTopoM B
OpraHU3alOHHO-PACIIOPSIUTEIBHBIX TOKYMEHTAX I10 3alIUTe HH(POPMAIIH.
(m. 18.2 B pen. [Tpuxaza ®CTIK Poccum ot 28.05.2019 N 106)

18.3. B xome ympaBineHus (aAMHUHHCTPUPOBAHUS) CHCTEMOM  3amuThl  HUH(OpManuu
MH(OPMALIMOHHON CUCTEMBI OCYILIECTBIISIOTCS:

OTIpe/ieIeHne JIML, OTBETCTBEHHBIX 3a yIpaBlieHHE (aIMHHUCTPUPOBAHHE) CHUCTEMOM 3allluThl
nH(popManuu HHGOPMAITMOHHON CUCTEMBI;

YIIPABJICHUE YYETHBIMHU 3alMCSAMU IIOJIB30BATEICH U MOAJEpKAHUE B AKTYalIbHOM COCTOSHUH
MIpaBWJI pa3srpaHUYEHUs JOCTYNA B HH()OPMALIMOHHON CUCTEME;

yIIpaBJIEHUE CPEJICTBAMH 3aLIUTHI MH(OpMAIMKU HHPOPMALIMOHHOMN CUCTEMBI;

yhpaBjeHUEe OOHOBIIEHUSMU MPOrPaMMHBIX W MPOrpaMMHO-ANIapaTHbIX CPEACTB, B TOM 4HCIE
CpeACTB 3allluThl HMH(MOpPMAIMM, C YYETOM OCOOEHHOCTEH (YHKIMOHUPOBAHUS HHPOPMALMOHHON
CUCTEMBI;

[EHTPATN30BaHHOE YIPABIEHUE CUCTEMOM 3aIIUTHI HHPOPMAITMH UHHOPMAITMOHHON CUCTEMBI (TTPH
HEOOXOMMOCTH);

MOHUTOPHHT U aHAJIHU3 3apETUCTPUPOBAHHBIX COOBITHI B MH(OPMAIIMOHHON CUCTEME, CBA3aHHBIX C
oOecrnieueHrneM 06€30MacHOCTH (fajee - COObITHS 0€30M1acHOCTH);

obecrnieueHre (yHKIIMOHUPOBAHUS CUCTEMBI 3alUThl HHPOpMau WHPOPMAIMOHHON CHCTEMBI B
XOJle ~ ee  OJKCIUTyaTallid,  BKIIOYas  BEJACHHE  OKCIUTyaTallHOHHOW  JIOKYMCHTAlMH |
OpraHU3aIOHHO-PACTIOPSANTENHHBIX JOKYMEHTOB IO 3aIUTe HHPOPMAIUH.

(m. 18.3 B pen. [Ipukaza ®CTOK Poccun ot 28.05.2019 N 106)

18.4. B xone ympaBieHus KoHpuUrypamueil MHPOPMAIMOHHONH CHUCTEMBI U €€ CHCTEMBI 3allUThI
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nH(OPMALIUU OCYIIECTBISIOTCS:

OmnpeaAcIICHUE JIML, KOTOPBIM Pa3pCUICHBI HeﬁCTBHH II0 BHECCHHUIO M3MEHCHUM B KOH(bI/Il"ypaI_[I/IIO
I/IH(bOpMaI_[I/IOHHOI\/JI CUCTEMBI U €€ CUCTCMbI 3alllUThI I/IH(l)OpMaL[I/II/I, n ux HOJIHOMO‘-II/If/'I;

OIlpe/ieJIeHne KOMIIOHEHTOB MH(OPMAIMOHHOW CHCTEMBI M €€ CHCTeMbl 3alIMThl MH(OpManuy,
MOJUIeXKAIUX W3MEHEHHIO B paMKax YOpaBleHHS KoH(purypanueid (MaeHTUPHUKAIHMS OOBEKTOB
yIIpaBJeHUsT KOH(QUTypanuei): mporpaMMHO-anmapaTHble, POrpaMMHBIC CPEACTBA, BKIIOYAsl CPEICTBA
3amMThl MH(QOPMAIMK, HMX HACTPOWKM M MPOrPAMMHBIM KOJ, AKCIUTyaTallMOHHAs JIOKyMEHTalus,
uHTepdeicel, (haiibl 1 HHBIE KOMIIOHEHTHI, OJICKAIe N3MECHEHUIO U KOHTPOJIIO;

yIpaBJIeHUE W3MEHEHHSAMH HH(OPMAIMOHHONW CHUCTEMBI M €€ CHCTEMBI 3aIIUThl HH()OpMAINH:
pa3paboTka mapaMeTpoB HACTPOWKH, 00ECIeUMBAIOIIMX 3aIUTY MH(POPMALIUH, aHAINU3 MTOTEHIUAIBHOIO
BO3JCHCTBUS IUIAHUPYEMBIX M3MEHEHHUH Ha olecreueHue 3auuTbhl MH(GOpMalluu, CAaHKIHMOHHPOBAHUE
BHECEHHUs M3MEHEHUH B UHOPOPMALMOHHYIO CHUCTEMY U €€ CHCTeMYy 3alluThl HH(pOpMaLUH,
JOKYMEHTUPOBaHUE JEUCTBUN IO BHECEHUIO M3MEHEHUN B MH(MOPMALMOHHYIO CUCTEMY M COXpaHEHHE
JAHHBIX 00 U3MEHEHMIX KOH(UTrypauuy;

KOHTPOJIb JICHCTBUH 110 BHECCHUIO H3MEHEHHH B MHPOPMAITMOHHYIO CUCTEMY U €€ CHCTEMY 3allUThI
nHpopMaIuu.

PeanuzoBanHble npoliecchl YIpaBieHUsS U3MEHEHUSMH UH(POPMAIMOHHON CUCTEMBI U €€ CHCTEMBI
3a0MThl  MH(OpPMAuM JIOJKHBI BKJIIOYATh IMPOLIECCHl TapaHTUHHOrO W (WJIM) TEXHUYECKOIO
oOcyXMBaHUs, B  TOM  4YHClI€  JAMCTAaHLHUOHHOIO (ymaneHHOro),  OpPOrPaMMHBIX U
IpPOrpaMMHO-aIapaTHBIX CPEJCTB, BKIOYAs CpPEACTBAa 3aIlUThl HHGpOpMaluu, HH(OPMAIMOHHOMN
CHUCTEMBI.

(1. 18.4 B pen. Ilpukaza ®CTIK Poccum ot 28.05.2019 N 106)

18.5. B xone pearupoBaHusi Ha UHIIUAEHTHI OCYIIECTBIISIOTCS:

oOHapykeHHe W HJeHTH(UKalUs MHUUICHTOB, B TOM YHCIIE OTKa30B B OOCIYyXMBaHUHU, cOOEB
(mepe3arpy3ok) B pa0oTe TEXHHUYECKHUX CPEIICTB, MPOTPAMMHOIO OOECMEYEHUs] U CPEJCTB 3allUThI
uHbOpMallUY, HapyLIeHWH NpaBUi pa3rpaHUuYEHHs JIOCTYyINa, HENpPaBOMEPHBIX AEWCTBUI MmO cOopy
nH(pOpMallMK, BHEIPEHUH BPEIOHOCHBIX KOMIIBIOTEPHBIX MIpOrpaMM (BUPYCOB) U HUHBIX COOBITHIA,
MPUBOASIINX K BOSHUKHOBEHUIO MHIIU/IEHTOB;

CBOGBpeMeHHoe I/IH(l)OpMI/IpOBaHI/Ie IIOJIB30BaATCIIIMA U a}IMI/IHI/ICTpaTOpaMI/I JINI, OTBETCTBCHHBIX 3a
BBISIBJICHUE MHIIMJICHTOB U PEarMpOBaHHE HA HUX, O BO3HHUKHOBEHUM WHIIUICHTOB B MH(OpPMAIIMOHHOMN
CHCTEME;

aHaJIn3 HWHOUACHTOB, B TOM YHUCIIC OINPCACICHUC HNCTOUYHHKOB HW IIPUYUH BO3HUKHOBCHUSA
WHIOUJACHTOB, a TAKXKE OIICHKA X HOCHGHCTBHﬁ;

IUTAHUPOBAHUE M NPHUHATHE MEP M0 YCTPAaHEHWIO MHIUACHTOB, B TOM UHUCIIE MO0 BOCCTAHOBIIEHUIO
MH(POPMALIMOHHON CHUCTEMBI M €€ CErMEHTOB B Clydyae OTKa3a B OOCIYXHBaHMM WIHM HoOcie cOOeB,
YCTPaHEHMIO TIOCIIEACTBUM HapYIIEHMs MPABUJ pa3rpaHUUEHUs AOCTYIA, HEMPABOMEPHBIX IEHCTBUH IO
cbopy uHbopMauu, BHEIPEHHS BPEJOHOCHBIX KOMITBIOTEPHBIX MPOrpamMM (BUPYCOB) M MHBIX COOBITUH,
IIPUBOISALINX K BOSHUKHOBEHUIO NHIIUJCHTOB;

www.consultant.ru Crpannna 19 u3 41
HaJeKHasl IpaBoBasl MOAAEPIKKa


http://www.consultant.ru/
http://www.consultant.ru/

Ipuxaz ®CTIK Poccnn ot 11.02.2013 N 17
(pen. ot 28.05.2019)
"O6 yrBepxaeHun TpeboBauuii o 3amuTe HHGOPMALMH, HE COCTABIISIO. ..

JoxkymenT npenoctasien Koncynsrantlmoc
Jara coxpanenus: 02.10.2019

TUTAHUPOBAHKE U IPUHATHE MEP MO MPEAOTBPAIICHUIO TOBTOPHOTO BOSHUKHOBEHUS UHITUICHTOB.
(m. 18.5 BBenen Ilpukazom ®CTIK Poccun ot 28.05.2019 N 106)

18.6. B xome wuHbopMupoBaHHMS U OOydYeHHUs TeEpCOHANa WH(POPMAIMOHHOW CHUCTEMBI
OCYIIECTBIISIOTCS:

UHPOPMHUPOBAHUE TEpcoHaa MH(OPMAIIMOHHONW CHCTEMBI O TOSBICHHUU AaKTYAJIbHBIX YIpo3ax
6e3omacHocT UH(OPMALIUU, O ITpaBUIax 0e30MacHON HKCILTyaTallMi HHPOPMALIMOHHOM CUCTEMBI;

JIOBEJICHUE JI0 TepcoHana MH(OPMAIIMOHHOM CHUCTeMBbI TpeOOBaHMIA MO 3ammre HH(OpMaIH, a
TaKXe M0JIOKEHUH OpraHu3alliOHHO-PACcIIOPAIUTEIbHBIX JOKYMEHTOB I10 3aIIUTe MH()OPMAIUK C yU4eTOM
BHECEHHBIX B HUX U3MEHEHU;

oOyuyeHue nepcoHaga MH(GOPMAIMOHHONW CHUCTEMBI INpaBHJaM 3KCILTyaTallMd OTAEIbHBIX CPEICTB
3a1UThl HH(OPMALINN;

NPOBE/ICHUE MPAKTHYECKUX 3aHATHH U TPEHUPOBOK C MEPCOHAIOM MH()OPMAIIMOHHON CHCTEMBI 110
OJIOKMPOBAHUIO YTPo3 0e30MmacHOCTH HHPOPMAIIUU U pEaruipOBAHUIO HA WHIIUCHTHI;

KOHTPOJIb OCBEJOMJICHHOCTH IMEpCOHaa MH(OPMAIIMOHHONW CHUCTEMBI 00 yrpo3ax 0e3011acHOCTH
nH(OpMAIUY ¥ YPOBHSI 3HAHUH IEpCOHAJIA TI0 BOIIpOcaM 0OecrieueH sl 3alUThl HH()OpPMAIIH.

[Tepuou4HOCTh POBEIEHUS MPAKTUUECKUX 3aHATHA U TPEHUPOBOK C MEPCOHAIIOM, MEPOIIPUITUI
o 00y4YeHMIO MEepCOHaja U KOHTPOJIO OCBEIOMIJIEHHOCTH IE€pPCOHANa YCTaHABJIMBAETCA OMNEPATOPOM B
OpraHU3aIMOHHO-PACHIOPSIUTENIBHBIX JTOKYMEHTaxX IO 3aluTe MH()OpPMaIUu ¢ y4eToM O0COOeHHOCTeH
(GyHKIIMOHUPOBaHMS HH(OPMALIMOHHON CUCTEMBI, HO HE pexxe | pasa B JjBa roja.
(m. 18.6 BBenen IIpuxazom ®CTIK Poccun ot 28.05.2019 N 106)

18.7. B xo1e KOHTpOJIs 3a 0OecreyeHueM YpOBHS 3alUIIEHHOCTH WH(OpMaLnH, cojepxKaliencs B
MH(POPMALMOHHOM CUCTEME, OCYIIECTBIISIOTCS:

KOHTPOJIb (aHAIM3) 3alIUIICHHOCTH HWH(OpPMAIUA C y4E€TOM OCOOCHHOCTEH (PYHKIIMOHUPOBAHMS
MH(OPMALIMOHHON CHCTEMBI;

aHIN3 M OLEHKAa (YHKIMOHUPOBAHHUA HH(MOPMALMOHHOM CHUCTEMBI U €€ CHUCTEMBbl 3alllUThl
uH(pOpMalNK, BKIII0YAas aHAINU3 U YCTPAaHEHHE YSI3BUMOCTE U MHBIX HEJJOCTATKOB B ()YHKIIMOHUPOBAHUU
CUCTEMBI 3aIUThl HHPOpMAIMK UH(POPMAILIMOHHONW CUCTEMBI;

JOKYMEHTHPOBAaHHE MPOIEyp U Pe3yJIbTaTOB KOHTPOJIS 32 00ECIIeYeHnEeM YpOBHS 3alIUIIEHHOCTH
nH(popMaluu, coaepKaiierics B UHGOPMALIMOHHON CUCTEME;

NPUHITHE pEIIeHUsT 10 pe3yiabTaTaM KOHTPOJNsS 3a OOECHedYeHHeM YpOBHS 3allMIIEHHOCTU
nH(pOpMaNUK, CcoJepKamieicss B WH(OOPMANMOHHOW CHCTEME, O HEOOXOJUMOCTH JIOpaOOTKH
(MonepHU3aIK) €€ CUCTEMBI 3allUThl HH()OPMAIIUH.

Kontpone 3a obecrneueHneM ypOBHS — 3alllMIIEHHOCTH HWHGOpPMAIMH, COJAEpIKaIIeics B
WH(OPMALIMOHHOW CHCTEMe, MPOBOJUTCS OIMEpPaToOpoOM CaMOCTOSITENFHO U (WIM) C TPUBICYCHHEM
OpraHU3aly¥, UMEIONIEH JTUIEH3UI0 Ha JEATEIbHOCTh MO TEXHMUYECKOW 3aIuTe KOH(GUIECHIIUATHLHON
uHpOpMaLUu.
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[lepnou4HOCTD TIPOBENEHUS KOHTPOJI 32 00ECIIEYEHUEM YPOBHS 3allUIIEHHOCTH HH(pOpMAIHH,
coziepkarieiics B uHGpOpMallMOHHOMN crcTeMe | Kilacca 3allUIeHHOCTH, yCTaHABIMBACTCS ONEpaTOpoOM B
OpTraHU3aIMOHHO-PACTIOPSIUTENIBHBIX JTOKYMEHTaX IO 3aliuTe HH()OpPMAIMH C Y4eTOM OCOOEHHOCTEH
GyHKIIMOHUPOBaHUS MH(POPMALIMOHHOW CUCTEMBI, HO HE pexe 1 pasa B roa.

HepI/IOI[I/I‘-IHOCTb IMPOBCACHUA KOHTPOJIA 3a obecreueHrueM YPOBHA 3allIUIIICHHOCTHU HH(bOpMaHHH,
cojepKamieiics B WH(POPMAIIMOHHBIX CHCTEMaX 2 M 3 KIAacCOB 3allMICHHOCTH, YCTaHABIMBACTCS
OIepaToOpoOM B OPraHU3AMMOHHO-PACTIOPSIUTEIBHBIX JOKYMEHTaX MO 3aluTe WH(OPMAIUU C y4EeTOM
ocoOeHHOCTeH (DYHKIIMOHHMPOBAaHMS HHPOPMAIIMOHHBIX CUCTEM, HO HE pexe | pasa B 1Ba roja.

(m. 18.7 BBeneH ITpuxazom ®CTIK Poccuu ot 28.05.2019 N 106)

Ob6ecneyeHune 3awmThbl MH(hOopMaLUUK NpU BbiBOAE U3 IKCNyaTaLum
aTrecToBaHHOM MHPOPMALMOHHON CUCTEMbI UMK NOCKIe NPUHATUSA
pelweHns 06 OKOH4YaHUM 06paboTKM MHpopmaLmum

19. OGecneyenune 3ammThl HHGOPMAIMKM TPHU BBIBOJAE W3 OKCIUIyaTallud aTTECTOBAHHOU
MH(QOPMAIIMOHHOW CHUCTEMBl WJIM TOCJE MPUHATHS PEUIeHUS 00 OKOHYaHMU 0O0paboOTKH HH(MOpMALUU
OCYIIECTBIIICTCSA OIIEPATOPOM B COOTBETCTBUU C OSKCIUTyaTal[MOHHOM [OKyMEHTalueil Ha CUCTEMY
3amuThl  MHGOpPMAaUUK  MHPOPMAIIMOHHOW CHCTEMBI UM OpPraHU3AIMOHHO-PACHOPSIUTEIbHBIMU
JOKYMEHTaMH I10 3aIuTe HHGOPMAIMK U B TOM YHCJIE BKIIIOYACT:

apXuUBHUpOBaHKHE MH(OPMALIUU, COAepKaIIelics B UH(POPMAIIMOHHON CUCTEME;

YHUYTOKCHHE (CTUpaHWE) MaHHBIX M OCTaTOYHOW WH(GOpMAIMM C MAIIWHHBIX HOCHUTEIEH
uHbopManuu 1 (WIK) YHUYTOXKEHUE MAIIMHHBIX HOCUTENeH nHpopManuu.

19.1. ApxuBupoBaHue uHPOpMaLUU, cOAepKalieiics B HHPOPMAIMOHHONW CHCTEME, JOJIKHO
OCYIIIECTBIATHCSA TPU HEOOXOIMMOCTH JajbHEHIIero MCHOoIb30BaHUS HHQPOpPMAIMK B JESITEIbHOCTU
oreparopa.

19.2. YHuuTOXEHME (CTHpaHHE) JAHHBIX M OCTATOYHON WMH(pOpMalMU C MALIMHHBIX HOCHTENEH
nH(pOpMaLlUK TPOU3BOJUTCS MNPU HEOOXOAMMOCTH INepeauyd MAaIIMHHOTO HOCUTENs HH(OpMaluu
JAPYyroMy TOJb30BaTEN0 MH(OPMAIMOHHONH CHCTEMBbl WJIM B CTOPOHHHE OpraHM3alldd I PEMOHTA,
TEXHUYECKOT0 OOCITYKMBaHUS WM JAJbHEHIIET0 YHUUTOKEHUS.

[Tpu BBIBOJE M3 IKCIUTyaTallMd MATUHHBIX HOCUTENNEH HHPOPMAIIHH, Ha KOTOPHIX OCYIIECTBIISUIUCH
XpaHeHre M o0paboTka WH(POPMAIMH, OCYIIECTBISIETCS (PU3UYECKOE YHHUTOKCHHE DTHX MAaITHHHBIX
HOCHTENEeH HHPOpMAITIH.

lll. TpeboBaHMA Kk Mmepam 3awmTbl MH(hOpMaLUuK, coaepKaLlencsa
B UH(pOpMaLMOHHOWN cUcTeme

20. OpraHu3allMOHHbIE U TEXHUYECKHE MEpbl 3alluThl HWH(OpMallUU, pealn3yeMble B
MH(POPMAIIMOHHON CHUCTEME B paMKaxX €€ CHUCTeMbI 3alluThl MH(OpManuH, B 3aBUCHMOCTH OT YIpo3
0e3omacHOCTH uHpopMaLuy, HCITOJIb3YEMBIX MH(OPMaLMOHHBIX TEXHOJIOTUN "
CTPYKTYpPHO-() YHKIITHOHAJIBHBIX XapaKTePUCTHUK MH()OPMAITMOHHON CHCTEMBI I0JIKHBI 00€CIIeUnBaTh:

UICHTU(UKAIUIO U ayTeHTU(UKAITNIO CYOBEKTOB JI0CTyNa U OOBEKTOB JIOCTYIIA;

www.consultant.ru Crpannna 21 u3 41
HaJeKHasl IpaBoBasl MOAAEPIKKa


http://www.consultant.ru/
http://www.consultant.ru/

Ipuxaz ®CTIK Poccnn ot 11.02.2013 N 17
(pen. ot 28.05.2019) JoxkymenT npenoctasien Koncynsrantlmoc

"O6 yrBepxaeHun TpeboBauuii o 3amuTe HHGOPMALMH, HE COCTABIISIO. .. Hara coxpanenns: 02.10.2019

yIIpaBJIEHUE TOCTYIIOM CYOBEKTOB JOCTYIA K 00bEKTaM JI0CTYIIA;
OrpaHUYCHHUE TPOTPAMMHOM CpE.Ibl;

3alIUTY MAalIMHHBIX HOCUTEJeH nHpOpMAaLnu;

PETHCTPAIIO COOBITHI 0€30MacHOCTH;

AQHTUBHUPYCHYIO 3aIINTY;

oOHapykeHHe (MPEOTBPAILCHHUE) BTOPKCHHU;

KOHTPOJIb (aHAJIN3) 3AIMUIIIEHHOCTH HH(OpMaIum;

[IEJIOCTHOCTh MH()OPMALIMOHHOM CUCTEMBI 1 HH(OpMAIINY;
JOCTYITHOCTh UH(OpMALUY;

3aIIUTY CPebl BUPTYaATU3AIINY;

3aIIUTY TEXHUYECKHX CPE/ICTB;

3amuTy HH(OPMALMOHHOMN CUCTEMBI, €€ CPEJCTB, CUCTEM CBSI3H U IepeJadll JaHHBIX.

CoctraB Mep 3amuThl MHPOpPMANMM U HX Oa30Bble HAOOPHI JJII COOTBETCTBYIOIIMX KJIACCOB
3alUIIEHHOCTH UH()OPMAIIMOHHBIX CHCTEM MPHUBEACHBI B MpuiiokeHun N 2 k HacTtosmM TpeboBaHusM.

20.1. Mepbl 10 MACHTHU(PUKAIMN U ayTEHTHU(PUKALUU CYOBEKTOB JOCTYNa M OOBEKTOB JOCTyIa
JOJDKHBl  O0ecreurBaTh IPHCBOEHHE CYOBEKTaM U O00BeKTaM JOCTyla YHHUKAJIbHOIO IpH3HAaKa
(unenTuduUKaTopa), CpaBHEHHE NPEIBIBISIEMOIO0 CyObEKTOM (0OOBEKTOM) JOCTyNa HAEHTH(dUKATOpa C
NepeYHeM MPHUCBOCHHBIX MJICHTU(UKATOPOB, a TaKXKe MPOBEPKY MPUHAIIEKHOCTU CYOBEKTY (OOBEKTY)
JI0CTYTa MPEIbABIEHHOTO UM UAEHTU(UKATOpa (ITOATBEPKIEHUE MOUIMHHOCTH).

20.2. Mepsl 1o YIpaBlIEHHIO AOCTYIOM CYOBEKTOB JOCTyNa K OOBEKTaM JOCTyHa JIOJIKHBI
o0OecnieunBaTh yNpaBlIe€HUE MpaBaMU U NPUBMUIIETUSIMH CYOBEKTOB JOCTYIa, pa3TpaHUYEHHE JOCTyIa
CYOBEKTOB JI0CTyNa K 00bEKTaM JIOCTYyIa Ha OCHOBE COBOKYITHOCTH YCTaHOBJIEHHBIX B HH(OPMAIMOHHOM
CHCTEMeE MTPaBWJI pa3srpaHUUYEHUS JOCTYIIA, a TaKXKe 00ecreuyrnBaTh KOHTPOJIb COOTIOACHUS STUX MTPABHIL

20.3. Mepbl IO OTPaHUYECHUIO MPOrPAMMHOM Cpenibl JTOJKHBI 00ecleunBaTh YCTAHOBKY U (MJIH)
3allyCK TOJIbKO pAa3pelIeHHOr0 K HCIONb30BaHUIO B HH(POPMAIMOHHON cHCTEME MPOrpaMMHOIO
oOecriedeHrss WM HCKJII0YaTh BO3MOXKHOCTH YCTaHOBKM W (WIM) 3allycKa 3alpeleHHOro K
HCIOJIb30BAaHUIO B HH(OPMALIMOHHON CUCTEME ITPOTrPAMMHOI0 O0ECIICUEHHS.

20.4. Mepsl 1Mo 3alIMTe MAIIMHHBIX HOCHTENEW HMH(popManuu (cpeactBa oOpabOTKU (XpaHEHUs)
nH(pOpMalLlUK, ChEMHbIE MAalIMHHbIE HOCUTENNW HWHGOpPMAIUMU) JOJKHBI MCKIIOYaTh BO3MOXKHOCTD
HECAHKIIMOHMPOBAHHOTO JOCTYyNa K MAIIMHHBIM HOCUTENSM M XpaHsilleiics Ha HUX HH(pOpMaIMH, a
TaK)k€ HECAaHKIIMOHUPOBAHHOE MCIOJIb30BaHUE ChEMHBIX MAIIMHHBIX HOCUTENEH HHPOPMAIIIH.

20.5. Mepsl 1o peructpanuy COOBITUH OE30MaCHOCTH JIOJDKHBI OOecreuyuBaTh cOOp, 3amuch,
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XpaHeHHEe ¥ 3alUTy MH(OpMAMK O COOBITHAX O€30MacHOCTH B MH(MOPMAIMOHHON CHUCTEME, a TaKkKe
BO3MOXKHOCTB ITPOCMOTPA U aHAIN3a HH(POPMALIUH O TAKKX COOBITUSX M PearnpoOBaHKE HA HUX.

20.6. Mepbl 10 aHTUBUPYCHOM 3aIIUTE JAOJDKHBI 00ecreunBaTh OOHApy)eHHE B MH(POPMAITMOHHON
CHCTeMEe KOMIIBIOTEPHBIX MPOrpaMM JINOO MHOW KOMITBIOTEPHOH WH(OpMAIMH, NMpeJHa3HAaYeHHOH is
HECAHKIIMOHUPOBAHHOTO YHUYTOXKEHH, OJOKMPOBAaHUS, MOIU(PUKAINH, KOIMUPOBAHUS KOMIBIOTEPHOU
UHQOpPMAIMM WM HEHTpaau3alMy CPeACTB 3allUThl HMHQPOPMAIMM, a TaKKe pearupoBaHUE Ha
oOHapyKEHHE ATUX MPOrpaMM U UHPOPMALIUH.

20.7. Mepsl 1o oOHapyXeHHIO (IIPEAOTBpAICHUIO) BTOPKEHUW IOJDKHBI 0OECTICYMBATh
oOHapyKeHHe JeWCTBUH B WHPOPMAIMOHHON CHCTEME, HAMpaBICHHBIX Ha NpeIHAMEPCHHBIN
HECaHKIMOHUPOBAHHBIA JOCTYN K HH(OpMAlMH, CIEUaNbHbIE BO3ACUCTBUA Ha WH(GOPMALMOHHYIO
cucremy W (win) WHGOPMAIUIO B IENAX €€ JOOBIBAHUS, YHHUYTOXKCHUS, UCKAKCHHUSI M OJIOKUPOBAHUS
JocTyna K uHGOpMaIliy, a TaK)Ke pearnpoBaHue Ha 3TH JEHCTBUSL.

20.8. Mepbl 1O KOHTPOJIO (aHAIU3Y) 3alIUIICHHOCTH HHGPOPMALMHM JODKHBI 00ECTeUnBaTh
KOHTPOJIb YPOBHSI 3alUIIEHHOCTH WH(POPMALIUHU, COIAepXkaleics B HHOOPMAIMOHHOW CHCTEME, IyTeM
MIPOBEICHUST MEPOTIPUATHIA TI0 aHAIN3Y 3alIMIICHHOCTH HH()OPMAIIMOHHON CUCTEMBI H TECTUPOBAHHIO €€
CHCTEMBI 3aIIUThI UHPOPMALIUH.

20.9. Mepsl 110 00€CIIEYECHUIO LEIOCTHOCTH WH(POPMAIMOHHON CHCTEMBI U MH(POPMALUU JAOJDKHBI
obecrieynBath  OOHapykeHHE  (PAKTOB  HECAHKIIMOHMPOBAHHOTO  HAPYIIEHUS  LIEJIOCTHOCTH
nHPOPMAIIMOHHON CHCTEMBI H COAep)Kamieiics B Hell uWHPoOpManuWu, a TakXKe BO3MOXKHOCTH
BOCCTaHOBJICHUS MH(POPMALIMOHHOM CUCTEMBI U COoZieprKalleiics B Hell HHpopMaLuu.

20.10. Mepsl 1o obOecrneyeHHI0 JOCTYIHOCTHM HMH(OpManMM JODKHBI — OOecreunBaTh
aBTOPHU30BAaHHBIA JOCTYN MOJb30BaTENeH, MMEIOIUX IpaBa IO TaKOMy JOCTYyNy, K HH(pOpMaluHy,
cojepkamieiics B MHPOPMAIMOHHON  CUCTEME, B ILITaTHOM pEeXUME (YHKIIMOHUPOBAHUS
MH(GOPMALIMOHHOM CUCTEMBI.

20.11. Mepsl 1o 3amuTe Cpeabl BUPTyAIM3alMU JOKHBI UCKIIOYATh HECAHKIIMOHUPOBAHHBIN
AocTyn K uH(popMmaiuu, oOpabaTbiBaeMON B BHUPTyaJlbHOW HH(MPACTPYKTYpe, U K KOMIIOHEHTaM
BUPTYyaIbHOU MHPPACTPYKTYpPHI, a TAK)KE BO3AEHCTBHE HA MHPOPMAIMIO U KOMIIOHEHTHI, B TOM YHUCIE K
CpeAcTBaM  YNpaBICHHUS BUPTyaJbHOW  HMH(PPACTPYKTypOH, MOHHUTOPY BHPTYAIbHBIX MallIUH
(runepBU30py), CUCTEME XpaHEHMs JaHHBIX (BKJIIOYas CHUCTEMY XpaHEHHs 00pa3oB BUPTYalIbHOU
UHOPACTPYKTYpPHI), CETH Tepeladd JMJaHHBIX Yepe3 »JIEMEHTbl BUPTyalbHOH wWin (usndeckoi
MH(QPACTPYKTYphl, TOCTEBHIM OIEPAIMOHHBIM CHCTEMaM, BHUPTYyaJbHBIM MalluHaM (KOHTeWHepam),
CUCTEME W CETH PEIUIMKALlMKM, TEPMUHAIbHBIM M BHUPTYaJIbHBIM YCTPOICTBaM, a TaKXe CHCTEME
PE3EepPBHOTO KOMMPOBAHUS U CO3/1aBAEMbIM €10 KOIHSIM.

20.12. Meppl 1o 3amMTe TEXHUYECKUX CPEACTB JOJKHBI HCKIOYaThb HECAHKIIMOHUPOBAHHBIN
JOCTYIl K CTallMOHApHBIM TEXHUYECKHUM CpeICcTBaM, 00pabaThIBalOIIUM HH(POPMAIUIO, CPEACTBAM,
obecrieunBaOIUM (YHKIIMOHUPOBAHHE HMH(POPMALMOHHOM CHUCTEMBI (Jajnee - cpelcTBa obecredeHust
(GYHKIIMOHUPOBAHMUS ), U B MMOMEILIEHHUS, B KOTOPBIX OHU MTOCTOSIHHO PACIIOJIOKEHBI, 3alIUTY TEXHUYECKUX
CpPeACTB OT BHEIIHWX BO3JCHCTBUH, a TaKke 3alMTy HHGOpMAIMM, NPEACTABICHHOM B BHJE
MH(OPMATHUBHBIX MEKTPUUECKUX CUTHATIOB U (PU3NUECKHUX MOJIEH.

20.13. Mepsl mo 3ammre WHOOPMAIMOHHOW CHUCTEMBI, €€ CPEACTB, CUCTEM CBS3U U MeEpeaadu
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JaHHBIX JOJDKHBI 00ECTIeYMBATh 3alUTY HH(POPMALIUHU TPU B3aUMOJCHCTBUN UH(POPMALIMOHHON CUCTEMBI
WIM  ee  OTACNbHBIX  CErMEHTOB  C  HWHBIMA  MHO)OPMAIMOHHBIMUA  CHCTEMaMd |
MH(POPMALMOHHO-TEIEKOMMYHUKAIIHOHHBIMUA ~ CETSIMH ~ TIOCPEACTBOM  NPUMEHEHUS  ApXUTEKTYpPHI
UH()OPMAIIMOHHON CHCTEMBI, IPOSKTHBIX PELICHHH MO €€ CHCTeME 3aluThl HH(OPMAIIUK, HAITPaBICHHBIX
Ha obecrieueHue 3auThl HH(pOpMaIum.

21. Boibop Mep 3amuThl HHGOPMALIUK 7S UX pealii3alii B HHPOPMAIIMOHHOM CUCTEME B paMKax
€€ CHCTEMBbI 3aIUThl HH(POPMAIINH BKITFOYALT:

ompezeneHue 0a3oBoro Habopa Mep 3aliuThl HH(OpPMAaLMU Ui YCTAHOBIEHHOTO Kjacca
3aIUIICHHOCTH WH()OPMAIIMOHHOW CUCTEMBI B COOTBETCTBHHM C 0a30BBIMH HAOOpaMU MeEp 3alluThI
uH(popMalu, TpUBEJCHHBIMU B MpHiIockeHnn N 2 k HacTosmuM TpeboBaHUsIM;

amantanuio  0a3oBoro  Habopa ~ Mep  3amMTHl  MHPOPMALMK  NPUMEHHUTEIBHO K
CTPYKTYPHO-()YHKIIMOHAIBHBIM ~ XapaKTEPUCTHKAaM HWH(MOPMAIIMOHHOW CHUCTEMBI, WH(POPMAIIMOHHBIM
TEXHOJIOTUSIM, OCOOEHHOCTSIM  (DYHKIIMOHUPOBaHHUA HMH(POPMAIIMOHHOW CHCTEMBI (B TOM 4YHCIE
IpeayCMaTPUBAIONIYI0 HCKIIOUYCHHE M3 0azoBoro Habopa Mep 3amMThl HHGOpPMAaLUH  Mep,
HETMOCPEJCTBEHHO CBA3aHHBIX C HMH()OPMAIMOHHBIMH TEXHOJOTHUSMH, HE UCIOIb3YyeMBIMH B
UHQOPMAIIMOHHOW  CUCTEMe, WM  CTPYKTYPHO-(QYHKIMOHAIBHBIMH  XapaKTepPUCTUKAMH,  HE
CBOWCTBEHHBIMH WH(POPMALIMOHHOH CHCTEME);

YTOYHEHHUE aJalTUPOBAHHOTO 0a30BOro Habopa Mep 3alluThl WHPOPMALUKU C YYETOM HE
BBIODAaHHBIX paHee Mep 3alUThl MH(POPMAIUHM, MPHUBEICHHBIX B NPHIOKEHMH N 2 K HACTOSIIUM
TpeboBanusiM, B pe3ylbTaTe Yero OMPEAeNsIOTCS Mepbl 3aluThl WHGOpMaIuU, 00eCTeYrBarOIINe
0JIOKMpOBaHNE (HEUTpaATU3aIIUI0) BCEX Yrpo3 0€30MacHOCTH MH(POpPMaIIUU, BKIIOUEHHBIX B MOJIENb YTPO3
6e30macHOCTH UH()OPMALINH;

JIOTIOJTHEHHE YTOYHEHHOT'0 aJjalTHpOBaHHOI0 0a30BOro Habopa Mep 3aluThl HH(HOPMALIUKU MEpaMH,
o0ecreynBaoOIMMH  BBIIIOJTHEHHE TpeOOBaHUN O 3ammre WHGOpPMAalWU, YCTAaHOBJIEHHBIMH HWHBIMHU
HOPMAaTUBHBIMH MPaBOBBIMU aKTaMHU B 00JIACTH 3alIUThl HHPOPMAIMHU, B TOM YUCIIE B 00JACTH 3alllUTHI
NEePCOHATIBHBIX JAHHBIX.

Jns BeiOOpa Mep 3amuThl HMHGOpPMALMK s COOTBETCTBYIOIIETO KJjlacca 3allUIIEHHOCTH
MH(POPMALMOHHOM CUCTEMBI IPUMEHSIOTCS METOIMYECKHE TOKYMEHTHI, pa3pab0oTaHHbIE M YTBEP)KICHHbIE
OCTIK Poccun B cootBeTcTBUM ¢ noAnyHKToM 4 myHkTa 8 Ilonoxkenus o denepanbHoil ciyx0e mo
TEXHUYECKOMY M DKCIOPTHOMY KOHTpPOJIO, YyTBepXkAeHHOro YkasoMm Ilpesunenta Poccuiickoit
®enepannn ot 16 aBrycra 2004 r. N 1085.

22. B uH(}oOpMamMoOHHOW CHCTEME COOTBETCTBYIONIErO Kiacca 3allWIIeHHOCTH B paMKax ee
CUCTEMBI 3aIUThl UHPOPMAIINK JO0JKHBI OBITh pealn30BaHbl MEPbI 3alIUTHl HH(OpPMAaLIUK, BHIOpaHHBIE B
COOTBETCTBMM ¢ myHKTOM 21 Hactosmux TpeboBanmii u obecrneyuBarone OJIOKUPOBAHHE
(HerTpanu3aIuio) Bcex yrpo3 6e30macHOCTH HHPOPMAIIUH.

[Ipu sToM B UHPOPMAIMOHHOW CHUCTEME JODKEH OBbITh, KaK MHMHHUMYM, peaJH30BaH
aJIalTHPOBAHHBIN 0a30BbIil HabOp Mep 3amuThl WH(OPMALMH, COOTBETCTBYIOLIUN YCTAHOBIEHHOMY
KJIacCy 3allUIIEHHOCTH UH(OPMAIIMOHHON CHCTEMBI.

22.1. B ciy4ae eCIH MepBI 3aIUTHI nHpopmanuy, peann30BaHHbIE B
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MH(OPMAMOHHO-TEIEKOMMYHUKAITMOHHONW HHPPACTPYKTYpE LIEHTpa 00pabOTKN AAHHBIX, 00€CIIECUNBAIOT
OnoKupoBaHUE Yrpo3 0e30macHOCTH MH(OpMaNny, aKTyalbHBIX U (YHKIMOHHMPYIOIIEH Ha ero 0ase
MH(POPMALIMOHHON CUCTEMBI, TPUHATHE JOMOJHUTENBHBIX MEp 3allUThl HH(pOpMAIMKA B JAHHOH
uHpOpMaMOHHOW cucteMe He TpeOyercs. Ilpm 3TOM moIHOMOUYMS B YacTH 3aIIUTHl MH(pOpManuu
JOJDKHBL  OBITH  paclpefesieHbl MEXIy OIepaTopoM HH(OPMAIIMOHHOH CHCTEMBI M ONEpaTOpoOM
UH()OPMAIIMOHHO-TEICKOMMYHHKAIIMOHHON HHPPACTPYKTYPHI IEHTpa 00padOTKH JaHHBIX.

(m. 22.1 BBeneH ITpukazom ®CTIK Poccuu ot 28.05.2019 N 106)

23. Ilpu HEBO3MOXXHOCTH pealiu3alui B WHHOPMAIIMOHHON CHCTEME B PaMKaX €€ CUCTEMBbI 3alllUThI
uH(pOpMAaIUU OTACTBHBIX BEHIOPAHHBIX MEP 3alIUThl MH(OPMAIMK Ha dTanax afanTtaiuyd 6a3oBoro Habopa
Mep 3amMThl MHQOPMALMU WJIM YTOYHEHHS aJalTHPOBaHHOrO 0Oa30Boro Habopa Mep 3alluThl
uHpOpMaMM MOTYT pa3pabaThiBaThbCs HHBIE (KOMIICHCHPYIONIME) MEphl 3alluThl HH(POpPMALUH,
o0ecrnieunBaroIre aIekBaTHOE OJIOKUpOBaHKE (HEHTpanu3aluio) yrpo3 6e3omnacHocTu nHGOpMaIuu.

B sTtom ciydyae B xoze pa3pabOTKH CHCTEMBbI 3aIUThI WH(OPMAUKA WHPOPMAITHOHHON CHCTEMBI
JIOJDKHO OBITh TIPOBENIEHO OOOCHOBaHUE NMPUMEHEHHUs KOMIICHCHPYIOUIMX MEp 3alluThl HHPOpMAIUH, a
P aTTECTAMOHHBIX UCIBITAHUSIX OIEHEHA JJOCTATOYHOCTh M aJICKBATHOCTh JIAHHBIX KOMITCHCHPYIOITUX
Mep [T OJOKHpOBaHUS (HEUTpalu3alun) yrpo3 6e30macHoCTH HH(DOPMALIUH.

24. Mepsl 3amuThl HH(GOPMAIMKH BBIOMPAIOTCS W PEaTU3yIOTCs B WH(POPMALMOHHON CHCTEME B
paMKax ee CUCTEMBI 3allUThl HH(POPMALUU C YUETOM yrpo3 0e30macHoCTH HH(pOpMalUK TPUMEHUTEIBHO
KO BCEM 00BEKTaM U CyObEKTaM JOCTYIa Ha allapaTHOM, CHCTEMHOM, MPUKIIAIHOM U CETEBOM YPOBHSIX,
B TOM YHCJIE B CPE/I€ BUPTyaIU3allui U O0JaYHbIX BBIYUCIICHU.

25. OpraHu3allMOHHBIE Mephl M  CpEICTBA 3allUThl MHQPOpPMAlUU, MpPHUMEHSEMbIE B
MH(POPMALMOHHOM cucTeMe, T0JIKHBI 00eCeunBaTh:

B HH(OpPMAlMOHHBIX cHCTeMax | Kiacca 3alUMIIEHHOCTH - 3alIUTy OT Yrpo3 Oe30MacHOCTH
nH(OpPMAIINH, CBI3aHHBIX C ICWCTBUSAMH HAPYIIUTENEH ¢ BHICOKMM MOTEHIHAIIOM;

B HH(OPMAIIMOHHBIX CHCTEMax 2 Kjacca 3alUIIEHHOCTH - 3alIUTy OT Yrpo3 Oe30MacHOCTH
nH(OpMaIIUH, CBI3aHHBIX C IEUCTBUSAMHU HAPYIIUTEIEH ¢ MOTEHIIMATIOM HE HIKE YCUIIEHHOTO 0a30BOro0;

B MH(OPMAlMOHHBIX CHCTEMax 3 Kjacca 3alllMIIEHHOCTH - 3alIUTy OT Yrpo3 Oe30MacHOCTH
nH(OpMaIIUH, CBI3aHHBIX C IEWCTBUSIMU HApYIIUTEIEeH ¢ MOTEHIIMAIOM He HIKe 6a30BOrO.

[ToreHmman Hapymurelne ompenessieTcss B XOJ€ OUEHKH HX BO3MOXHOCTEH, MPOBOJUMOW MpHU
ompeneneHUuu yrpo3 Oe3omacHocTd WHGOPMAIMU B COOTBETCTBHHM C TYHKTOM 14.3 HacTOANIUX
TpeGoBanwmii.

OneparopoM MOXKET OBITh MPUHATO pEUIeHHEe O NPUMEHEHWH B HH(DOPMAIMOHHOW CHCTEME
COOTBETCTBYIOIIETO KJIacca 3allUIIEHHOCTH MEp 3aIlUThl WHPOpPMAINH, 00ECMEUYNBAIONINX 3aIIUTy OT
yrpo3 06e30nacHOCTH MHPOPMAIUH, PEATU3YEMbIX HAPYIIUTEISIMH ¢ 0oJiee BBICOKUM MOTEHIIUATIOM.

(. 25 B pen. Ipukaza ®CTIK Poccum ot 15.02.2017 N 27)

26. TexHu4eckue Mepbl 3alIUThl UHPOPMALIUU PEAU3YIOTCS MMOCPEICTBOM MPUMEHEHHs CPEICTB
3aIUThl MHPOPMAIIMH, B TOM YUCIIE MPOTPaMMHBIX (IIPOrpaMMHO-aIapaTHBIX) CPEICTB, B KOTOPBIX OHU
peann30BaHbl, UMEIOIIUX Heo0XoauMble GyHKIMN O6e30nmacHocTU. [Ipu aToM:
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B HMH()OPMAIIMOHHBIX cHcTeMax | Kjacca 3alUINEHHOCTH TPUMEHSIOTCS CPEICTBA 3alllUThI
nHpopManuu He HUXKeE 4 Kitacca, a TAakKe CPEICTBA BEIYMCINTEILHON TEXHUKH HE HUXKE S5 Kitacca;

B HMH(QOPMAIIMOHHBIX CHCTEMax 2 Kjacca 3allUIIeHHOCTH NPUMEHSIOTCS CPEACTBA 3allUThI
nH(popManuu He HUXKE 5 Ki1acca, a TAkKe CPEeICTBA BEIUUCIUTEILHON TEXHUKU HE HIDKE S5 Kitacca,

B HMH(QOPMAIIMOHHBIX CHCTEMax 3 Kjacca 3al[UIIeHHOCTH NPUMEHSIOTCS CpPEACTBA 3allUThI
nHpopManuu 6 Kaacca, a Tak)Ke CpeJICTBA BRIYMCIUTEILHON TEXHUKU HE HIDKE 5 Kitacca.

Koncynsrantlntoc: npumedanue.
C 01.06.2020 a63. 5 m. 26 uznaraercs B HoBoi penakiuu (IIpukaz ®CTIK Poccum ot 28.05.2019 N
106).

B undopmannonssix cuctemax 1 u 2 KJIacCOB 3aIIMIIEHHOCTU MPUMEHSIOTCS CPEACTBA 3allUThI
uHbOpMalMY, TPOUIeIIIAE TPOBEPKY HE HIDKE YeM 10 4 ypOBHIO KOHTPOJISI OTCYTCTBUS
HEJEKJIAPUPOBAHHBIX BO3ZMOXKHOCTEH.

Koncynsrantlntoc: npumedanue.
C 01.06.2020 B a63. 6 1. 26 BHOCsTCs n3MeHeHus ([Ipukaz ®CTIK Poccum ot 28.05.2019 N 106).

Knaccsl 3amuThl ONpenesstoTcss B COOTBETCTBUM C HOPMAaTUBHBbIMU NpaBoBbiMU aktamu OCTIK
Poccun, n3gaHHBIMU B COOTBETCTBUU ¢ OANYHKTOM 13.1 myHkTa 8 [Tonoxxenust o PenepanabHOi ciryxoe
[0 TEXHUYECKOMY M OSKCIHOPTHOMY KOHTPOJIIO, YTBepxkAeHHOro YkazoM IIpesmmenra Poccuiickoi
®enepaunu ot 16 aBrycra 2004 r. N 1085.

B uHpopManmMOHHBIX  cucTeMax  NPUMEHSIOTCS ~ CpPEeACTBAa  3alllUThl  MHQOpMAaIUH,
CepTHU(QUIMPOBAHHBIE HA COOTBETCTBUE O00s3aTeNbHBIM TpeOOBaHMUSM IO 0€30MacHOCTH WHGOpMalNH,
ycraHoBiaeHHbIM PCTOK Poccum, nam Ha COOTBETCTBHE TPEOOBAaHUSM, yKa3aHHbIM B TEXHHUYECKUX
ycioBUAX (3agaHusx mo 6e3omacHocTH). Ilpu sToM (yHKIMM ©€30maCHOCTH TaKUX CPEACTB JOJDKHBI
o0ecrnieunBaTh BHIIOJHEHUE HAacTOSIIUX TpeboBaHU.

(m. 26 B pen. [Tpukaza ®CTIK Poccun ot 15.02.2017 N 27)

26.1. Ilpu mpoeKTHpOBaHMHM BHOBb CO37aBAEMBIX WJIH MOACPHU3HPYEMBIX WH(GOPMAIIMOHHBIX
CHCTEM, MMEIOUIMX JOCTYH K WH(pOPMAIMOHHO-TEIEKOMMYHUKAMOHHON ceTd "WHTepHeT", NOJIKHBI
BBIOMPATBCS  MapIIpyTH3aTOphl <2>, cepTH(QHUIMPOBAHHBIE HA COOTBETCTBHE TPEOOBAaHUAM II0
6e30macHOCTH MH(POPMALIUH (B YACTH peaIn30BaHHBIX B HUX (PYHKLUI 0€30MacHOCTH).

(m. 26.1 BBenen I[Ipuxazom ®CTIK Poccun ot 28.05.2019 N 106)

<2> Ilynkt 4 rnasel Il Knaccudukauuu cpeincTs mporpaMMHOro, TEXHMYECKOTO OOecreyeHus,
pabor u ycayr (mpunoxkenue N 2 Kk MeTOIMYECKMM yKa3aHHMsIM [0 OCYIIECTBICHHMIO YdeTa
MH(OPMaLIMOHHBIX CUCTEM U KOMITOHEHTOB MH(OPMALIMOHHO-TEIEKOMMYHHUKAIMOHHON
UHPACTPYKTYPHI, YTBEPKIECHHBIM NpuKkazoMm MunkomcBszu Poccun ot 31 mas 2013 r. N 127).
(caocka BBenena [Tpukazom ®CTIK Poccun ot 28.05.2019 N 106)
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27. B cyuae 00paboTku B MH(GOPMAIIMOHHON cUCTeMe MH(OpMAINK, COAEpIKaIlel mepcoHaIbHBIC
JaHHBIC, PEAN3yeMble B COOTBETCTBUU ¢ MyHKTamu 21 m 22 Hactosmux TpeOoBaHUI Mephl 3aIIUTHI
uHpOpMaIHU:

U1 “HGOPMAIIMOHHONW CHUCTEMBI | Kiacca 3amiuiieHHocTH obOecmedwBaroT 1, 2, 3 u 4 ypoBHU
3aLUIIEHHOCTH NIEPCOHAIbHBIX TaHHBIX <1>;

<1> YcraHaBiaMBaeTcsi B COOTBETCTBHH ¢ TpeOOBaHMSAMHU K 3aIUTE NMEPCOHATBHBIX JaHHBIX MPU UX
00paboTke B MHPOPMALMOHHBIX CHCTEMAaX MEPCOHAJIBHBIX JAHHBIX, YTBEP’KACHHBIMU I1OCTAaHOBJICHUEM
[IpaButensctBa Poccuiickoit @enepaunu ot 1 HOs6pst 2012 r. N 1119.

U1t MHGOOPMAIMOHHOM CHUCTeMBbl 2 Kjlacca 3alllMIIEHHOCTH oOecreuuBaloT 2, 3 u 4 ypoBHH
3aIUIIEHHOCTH MEPCOHATBHBIX TAHHBIX <*>;

Ui UHOOPMAIIMOHHOM CHCTEMBI 3 KJacca 3alllMIIeHHOCTH o0ecrneynBal0oT 3 u 4 ypOBHH
3alIUIEHHOCTH NEPCOHANBHBIX JAHHBIX <*>;

a63arn uckimoveH. - [Ipukaz ®CTIK Poccum ot 15.02.2017 N 27.

28. IIpu ucronp3oBaHNH B MH(YOPMALMOHHBIX CUCTEMaX HOBBIX MH(OPMAIMOHHBIX TEXHOJOTUH U
BBISIBIICHUH JOMOJHHUTEIBHBIX Yrpo3 0€30MacHOCTH MH(OPMALUH, A KOTOPHIX HE OMpEeIesieHbl MEphI
3alIUThl HH(OPMAIMHU, JTOJIKHBI pa3padaThIBaThCsl KOMIEHCHPYIOIINE MEpPhl B COOTBETCTBUU C ITYHKTOM
23 Hactosumx TpeOoBaHHI.

[Ipunoxenne N 1

K TpebGoBaHUAM 0 3amuTe HHPOpPMAINY,

HE COCTaBJISIONIEN rocyapCTBEHHYIO TaliHy,
COJIeprKalleiicsl B TOCYAapCTBEHHBIX
MH(OPMALIMOHHBIX CHCTEMaX

ONPEOEJNEHUE KNACCA 3ALLUULLEHHOCTU MH®OPMALIMOHHON CUCTEMbI

Cnucok M3MEHSIOMUX TOKYMEHTOB
(B pen. [Ipukaza ®CTIK Poccun ot 15.02.2017 N 27)

1. Knacc 3ammmienHoctd nHbopMaiimoHHoi cucteMbl (mepBoiii kinacc (K1), Bropoit kimace (K2),
Tpetuit kmacc (K3)) ompenensercs B 3aBUCMMOCTH OT ypOBHS 3HauuMoctu wuHpopmammu (Y3),
oOpabaTbiBaeMOil B 3TOHl MH(pOpPMAMOHHON cucTeMe, W MacmTaba WHGPOPMAIMOHHON CHUCTEMBI
((penepanbHbIil, peruOHAIBbHBIN, OOBEKTOBBII).

(8B pen. IIpukaza ®CTOK Poccun ot 15.02.2017 N 27)
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Knacc 3amumennocty (K) = [ypoBeHb 3HAYMMOCTH HHPOPMAIUH; MACIITA0 CHUCTEMBI|.

2. YpoBeHb 3HAYMMOCTH HH(OPMAIMH OIpPENeNseTCs] CTENEHbI0 BO3MOXKHOTO yiepba uis
obnagatens wHbopmaruu (3akazuuka) W (WIM) oOmeparopa OT HapymIeHHs KOH(HICHIMATIbHOCTH
(HemmpaBOMepHBIE JIOCTYI, KOIUPOBAHHE, IPEIOCTABICHUE WIM PACHPOCTPAHEHHUE), LEIOCTHOCTH
(HempaBOMEpHBIE YHUYTOXKEHHE WJIM MOAU(DUIIMPOBAHHME) WM JOCTYMHOCTH (HEIpaBOMEpHOE
O70KHpoBaHKE) UH(OPMAIIHH.

V3 = [(koH(PHUIECHITUATBHOCTH, CTENCHD yiiep0a) (IIeI0CTHOCTh, CTeNeHb yiiepOa) (IOCTYIMHOCTD,
CTeneHb yiepoa)],

/i€ CTeNeHb BO3MOXHOTO yiiepOa omnpezensercsa obnagaTeneM nHGpopMaluu (3aKka3uukom) U (Hin)
OIIepaTOPOM CaMOCTOSITEIIBHO IKCIIEPTHBIM HITU HHBIMU METOJAMH U MOYKET OBITh:

BBICOKOI, €CIIM B pe3yJbTaTe HApyLICHUS OJHOTO M3 CBOMCTB O€30MacHOCTH WH(POPMAIHH
(KOH(i)I/II[eHIII/IaJH)HOCTI/I, OEJIOCTHOCTH, IIOCTyHHOCTI/I) BO3MOXXHBI CYIICCTBCHHLIC HETaTUBHbIC
MIOCJICACTBUS B COLMAIBHOM, TIOJIMTHYECKOM, MEXyHApOJHOM, SKOHOMHYECKOH, (PUHAHCOBOM MIIM MHBIX
obmacTsix gestenbHOCTH W (W) wuH(popMamuoHHas cucreMa u (W) omepatop (oOmagarensb
UH(OpPMAIMK) HE MOTYT BBITIOJIHATH BO3JIOKCHHBIE HA HUX (DYHKIINY;

CpedHel, eciu B pe3yJbTaTe HapyIIeHHS OJHOTO W3 CBOWCTB 0€30MacHOCTH HH(pOpMAIHU
(xoH(UAECHIINATBHOCTH, LIEJIOCTHOCTH, JOCTYITHOCTH ) BO3MOXKHBI YMEPEHHbIEC HETATUBHBIE MTOCIIEICTBUS B
COLIMATILHOW, MOJIMTHYCCKON, MEXKIYHAPOJHON, IKOHOMUYECKOW, (DMHAHCOBOW WM WHBIX 001aCTAX
NesTeNbHOCTH U (WiM) WHQpOpPMAIMOHHAs cucTeMa W (uiu) omeparop (obnamgarens WHQOpMAINK) HE
MOTYT BBITIOJTHATE XOTS ObI OJJHY U3 BO3JIOKEHHBIX HA HUX (DYHKIIHIA;

HU3KOH, ecnu B pe3yibTaTe HapylIeHHs OJIHOTO U3 CBOMCTB 0e30MacHOCTH HHOpMaluu
(KOH(bI/II[CHHI/IaJ'IBHOCTI/I, OEJI0CTHOCTH, JIOCTYHHOCTI/I) BO3MOXHbBI HC3HAYUHUTCIIbHBIC HCTAaTHUBHBIC
MOCTIEJICTBHS B COLIMATIbHOM, MOJUTUYECKON, MEXTyHAPOAHOM, 5KOHOMUYECKOH, (PMHAHCOBOW MJIM MHBIX
oOnacTax jedareiabHOocTH M (WiM) UHPOPMAIMOHHAs cuctemMa W (uiau) oneparop (oOmagarens
uH(pOpMaLMK) MOTYT BBIIOJHATH BO3JIOKEHHBbIE Ha HUX (DYHKLUUHU C HEJOCTATOYHOH 3((EeKTUBHOCTHIO
MJIN BBIITOJIHECHHUEC (1)YHKIII/II\/II BO3MOHO TOJIBKO C IIPHUBJICYCHUEM JOIMMOJIHUTCIIbHBIX CUITI U CPEACTB.

WNudopmanus uMeeT BbICOKUH ypoBeHb 3HauuMocTH (Y3 1), ecnu x0T Obl A1 OAHOTO U3 CBOMCTB
6e3onacHocTH MHGOpMaIK (KOHPUIECHIIMATHLHOCTH, IIEJIOCTHOCTH, IOCTYITHOCTH) OTpe/eieHa BbICOKas
crerneHs ymepoa. Mudopmarus umeer cpenHuil yposenb 3HauUMOCTH (Y3 2), ecii XOTs OBl U1 OHOTO
U3 CBOMcTB Oe3omacHOCTH uWHGOpMauun (KOH(DUIEHIIMAIBHOCTH, II€IOCTHOCTH, JOCTYITHOCTH)
oIpeJiesieHa CPe/IHssl CTeNeHb yliepba U HeT HU OJHOTO CBOWCTBA, /U KOTOPOTO OIpeJiesieHa BhICOKas
creneHpb ymepoOa. Mubopmarus nMeer HU3KUNA ypoBEeHb 3HaYUMOCTH (Y3 3), ecnu sl BCEX CBOWMCTB
6e3onmacHocTy MH(pOpMaK (KOH(UICHINAIBHOCTH, HEJIOCTHOCTH, JOCTYIHOCTH) ONpeeNeHbl HU3KHUE
CTENeHU yiepoa.

Ao63ar1 uckiouen. - [Tpukaz ®CTIK Poccun ot 15.02.2017 N 27.

[Ipu obOpaboTke B mH(MOpPMAIMOHHOW cHCTeMe NIBYX M Oojee BUIOB WHGMoOpmaruu (CiyxeOHas
TaiiHa, HAJIOroBas TaillHA W MHBIE YCTAHOBJIEHHBIE 3aKOHOIATENbCTBOM Poccuiickoit denepaunu BUIbI
nH(OpMaLIMK OIrPaHUYEHHOTO JJOCTYINAa) YPOBEHb 3HAaUMMOCTH MH(popManuu (Y3) onpenensarcs OTAeNbHO
U KaXa0ro Buaa mHpopMmauuu. MTOroBeI ypoOBEHb 3HAYMMOCTH WH(pOpManuu, oOpabaTbiBaeMoil B
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MH(POPMALIMOHHON CHCTEME, YCTaHABIMBACTCA [0 HAWBBICIIMM 3HAYCHHUSIM CTEHNEHH BO3MOXKHOTO
yiep0a, onpeaeNeHHbIM Ul KOH(GHUICHINAIBHOCTH, IEIOCTHOCTH, JOCTYITHOCTH MH(OpMANU KaXJ0r0
BUIa HH(POPMAIIHH.

3. NudopmanmonHas cucremMa uMeeT (enepanbHblii MacmTad, eciM OHa (YHKUHMOHHUPYET Ha
tepputopun Poccuiickoit ®denepanuu (B mpenenax ¢eaepaqbHOrO OKPYra) M HMEET CETrMEHTHl B
cyobekrax Poccuiickoit @enepannu, MyHUIMIAIBHBIX 00pa30BaHUAX U (MJIM) OpraHU3alUsX.

WNudopmaninoHHasl cucTeMa HMEET pPETHOHANbHBIA MacmTad, ecnu oHa (YHKIMOHHPYET Ha
Tepputopun cyobekta Poccmiickoit denepanuy ¥ MMEET CETMEHTBI B OJHOM WM HECKOJIBKHX
MYHHIIHITAILHBIX 00Pa30BaHUSX U (MJIU) MMOJABEIOMCTBEHHBIX M MHBIX OPTaHHU3AIIHSIX.

HNudopmaninonHasi cuctemMa uMeeT 00beKTOBBIN MaciTad, eciiv oHa (PYHKIMOHHPYET Ha 00BEeKTax
oIHOTO (hemepaabHOro OpraHa TOCYJapCTBEHHOW BIIACTH, OpraHa TOCYNapCTBCHHOW BIJIACTH CYyOBEKTa
Poccuiickoit denepanyuy, MyHHIUIIATEHOTO 00pa30oBaHus U (WJIK) OpraHU3aI[Mi U HE UMEET CETMEHTOB B
TECPPUTOPHUATIBHBIX opraHax, MMpEACTAaBUTCIILCTBAX, q)nnnanax, HOABECAOMCTBCHHBIX n HHBIX
OpraHu3aIusIX.

4. Kitacc 3anmuimeHHOCTH HH()OPMAIIMOHHON CUCTEMBI OITPEICIISCTCS B COOTBETCTBHH C TAOIUIICH:

YpoBeHb 3HAUUMOCTH Macmtab nHGOPMAIIMOHHON CUCTEMBI
uHpOpMaIU
denepaibHbINA PernonanpHbIM OOBEKTOBEIH
V31 K1 K1 K1
V32 K1 K2 K2
V33 K2 K3 K3

(trabmuua B pen. [lpukaza ®CTIK Poccum ot 15.02.2017 N 27)

[Ipunoxenne N 2

Kk TpeOoBaHusAM 0 3amUTe HHPOPMALIUH,

HE COCTaBJIAIOLIEH TOCYAApCTBEHHYIO TalHY,
coepIKaIIencs B roCyAapCTBEHHBIX
MH(POPMAIIMOHHBIX CHCTEMAX

COCTAB
MEP 3AWLNTbI UH®OPMALIMN U UX BA3OBbIE HABOPbI
AnsA COOTBETCTBYIOLUEIO KNACCA 3ALLULLEHHOCTH
WHOOPMALMOHHOWU CUCTEMbI

Crucox HU3MCHAIOMUX TOKYMCHTOB
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(B pen. IIpukaza ®CTDK Poccun ot 15.02.2017 N 27)

YcaoBHoe Mepb! 3amuThl HHGOPMAIIMU B UHPOPMAIIMOHHBIX Kiaccer
o0o03HaYeHHE cucreMax 3alIMIIEHHOCTH
1 HOMED MH(OPMALILOHHO
MEpBbI W CHUCTEMBI
3 2 1

I. UnenTudukaius u ayTeHTHPUKAIUS CYOBEKTOB ocTyna U 00beKTOB goctyma (MAD)

NAD.1 WUnentudukanus u ayreHTudukanus mojb3oBaTeneH,| =+ + +
SIBJISTFOIIUXCS. pA0OOTHUKAMH OTIepaTopa

NAD.2 Wnentudukanys u ayreHTU()UKALUS YCTPOHCTB, B TOM + +
qucie CTallMOHAPHBIX, MOOMIIBHBIX U TOPTATUBHBIX

NA®.3 VYnopasnenue uaeHTHQHUKATOpaMH, B TOM ducie| + + +
CO3J/IaHUe, TIPUCBOCHUE, YHHUTOKEHUE UICHTU()HUKATOPOB

NAD .4 VYnpaBieHue cpencTBaMu ayTeHTU(UKauu, B TOM | + + +
qucie XpaHEHHUeE, BbIJla4a, VMHULAJIA3aLMs,
OJIOKMPOBAHUE CPENCTB AYTCHTU(PHUKAIMH U TPHHATHE
Mep B ciy4yae yTparbl U (MJIM) KOMIIPOMETAllUU CPEJICTB
ayTeHTU(PUKALINH

HNA®D.S5 3amura oOpaTHOI CBA3U pu BBOJE| + + +
ayTeHTU(UKALMOHHOW HH(POPMALIUU

NAD.6 Nnentudukanus u ayreHTu(dUKanus Mojib3oBaTenel,| =+ + +
HE SBISIOLMXCS pabOTHUKaMU omeparopa (BHEIIHUX
MOJIb30BaTENEH )

NAD.7 Wnentudukanuss U ayreHTU(UKALUA  OOBEKTOB

(hali;IoBOM  CHCTEMBI, 3allyCKaeMbIX M HCIOJHIEMBIX
MoayJel, OObEKTOB CUCTEM YIpaBlIeHUs 0a3aMu JaHHBIX,
00BEKTOB, CO3/1aBAaCMBIX NPHUKIAJAHBIM W CHEIUATBLHBIM
MIPOrPaMMHBIM 00eCTIeYeHUEM, MHBIX 00BEKTOB JI0CTYIIA

II. Ynpasnenue noctynom cyobeKkToB JocTyna k oobekTam goctyna (YIII)

VIII.1 VYmupasnenue (3aBeieHHe, aKTUBAIMsI, OJTOKUpOBaHUE M| + + +
YHUUYTOKEHUE) YYETHBIMHU 3alUCSMHU TOJb30BaTellel, B
TOM YHCJI€ BHEITHUX MOJIb30BaTENEH

VIIA.2 Peanuzarust HEOOXOIUMBIX METOJIOB (TUCKPEIIMOHHBIN, | + + +
MaHJATHBIN, POJICBOM WJIM MHOW METOM), TUIIOB (UTEHHUE,
3aMUCh, BBIMIOJHEHWE WJIM WHOM THUI) W  TPaBUI
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pasrpaHUYCHUA OOCTYyIIa

VIIJL.3

VYnpasnenue (GpuibTparus, MapipyTu3anus, KOHTPOJIb
COCAMHEHHM, OJHOHANpPABJIECHHAs Ilepeaya U HUHBIE
CrocoObl  yrpaBiieHHUs) WH(GOPMAIMOHHBIMU MOTOKAMHU
MEXIYy YCTPOWCTBAMH, CETMEHTaMH WH(GOPMAITMOHHOMN
CUCTeMBbI, a Takke Mexay HHGPOPMAUOHHBIMU
cUCTEMaMU

VIIJL.4

Paznenenne mnonHoMoumii (posieil) mOJIb30BATENEH,
aIMIHHCTPATOPOB U ML, 00ecneynBaroIIX
(GyHKIMOHMPOBaHUE HH()OPMAITMOHHON CHCTEMBI

VIIJLS

Hazpauenne MWHUMAIBLHO HGO6XOI[I/IMBIX npas u
NPUBHJICTHI MOJIb30BATEISIM, aIMHHUCTPATOPAM U JIHLIAM,
00€eCTIeYNBAIOIIIUM (byHKIMOHUPOBAaHUE
UH()OPMAIIMOHHOMN CHCTEMBI

VIIJL6

w

OrpaHquHHe HCYCIICHIHBIX IIOIIBITOK BXOaa
UH()OPMAIIMOHHYIO cucTeMy (moctyna
MH(POPMAIIMOHHON CHUCTEME)

=

VIIL7

[IpenynpexaeHne MoJB30BATENs] TPH €ro BXOJAE B
WH)OPMALIMOHHYI0O  CHCTeMy O  TOM, 4YTO B
WH()OPMAIMOHHONW CHUCTEME PEaIM30BAHBI MEPhI 3aIIUTHI
uHpopMalud, M O HEOOXOAMMOCTH COONIOJIEHUS UM
YCTAQHOBJICHHBIX  ONEpPaTOpOM  MpaBWI  0OpabOTKH
uHpopMauu

VITA.8

OnosenieHne NoJab30BaTeNs MOCE YCIEIMIHOIO BX0/1a B
MH(OPMALIMOHHYIO CUCTEMY O €ro MPEeAbIAYIIEM BXOJE B
MH(POPMALMOHHYIO CUCTEMY

VIIA.9

OrpaHnueHre YuCla Mapajie]bHbIX CEaHCOB JO0CTyIa
IS KaXXJ10H YYETHOMN 3aIlicHh MIOJIb30BaTEIs
MH(OPMALIMOHHON CUCTEMBI

VIIA.10

brnokupoBanue ceanca goctyna B MH(DOPMAIMOHHYIO
CUCTEMY IIOCJIE YCTAaHOBJIEHHOI'O BpEMEHHU Oe31eiicTBUs
(HEaKTUBHOCTH) MOJIB30BATEINSI HIIU T10 €0 3aMpoCy

VIIA11

Paspemennie (3amper) AeicTBHII  TOJB30BaTelNeH,
pa3penieHHbIX 10 UICHTU(PUKAIUN U ayTeHTH(UKAITIT

V.12

[Tognepxka u coxpaHeHue aTpuOyTOB O€30MACHOCTH
(MeTox 0e30macHOCTH), CBSI3aHHBIX ¢ WH(poOpmanmel B
mpoIriecce ee XpaHeHus1 1 00paboTKH

VIIJL13

Peammzanms 3alMMIICHHOI0  YAAJICHHOI'0  OO0CTYIIa
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CYOBEKTOB JIOCTyNa K 00BEKTaM JOCTyIa Yepe3 BHEIIHUE
MH(POPMAIIMOHHO-TEJICKOMMYHUKAITMOHHBIE CETH

VIIJL 14

PernamenTtanuss W KOHTpPOJIb  HCIOJB30BAHUS B
MH(OPMALIMOHHON CHCTEME TEXHOJOTUH OecrHpOBOAHOIO
Jocryna

V15

PCFHaMeHTaL{I/Iﬂ u KOHTPOJIb HUCIIOJIB30BaHUA B
WHPOPMAIIMOHHON CHCTEME MOOMIBHBIX TEXHHUYECKHX
CpENCTB

VIIJL16

VYnpasienue B3auMoJieiicTBHEM ¢ MHPOPMAIMOHHBIMU
cUCTeMaMM  CTOPOHHMX  OpraHu3auuii  (BHEIIHUE
WH(OPMAIOHHBIE CUCTEMBI)

V.17

ObecrieyeHre  JOBEPEHHOW  3arpy3kd  CpEACTB
BBIYUCIIUTEIILHON TEXHUKU

II1. Orpanunuenue nporpammuoit cpeasl (OI1C)

OIlIC.1

YrpasiieHue 3anmyckoM (0OpanieHUsIME) KOMIIOHEHTOB
MPOrPaMMHOTO OOecreyeHus, B TOM YHMCJe ONpeiesieHne
3allyCKacMbIX KOMIIOHEHTOB, HAaCTpOWKa I1apaMeTpoB
3allycka  KOMIIOHEHTOB, KOHTPOJb 32  3allyCKOM
KOMITOHEHTOB TIPOTPaMMHOTO 00€ecTieueHus

OIIC.2

VYnpasnenue YCTaHOBKOM (uHCTaANIALIMEN)
KOMIIOHEHTOB IPOTrpaMMHOr0 0OecreueHus, B TOM YHUCIie
orpesiesieHue KOMIIOHEHTOB, MOJJIEeXKAallluX YCTaHOBKE,
HacTpoWKa  IapaMeTpoB  YCTAHOBKM  KOMIIOHEHTOB,
KOHTPOJb 33 YCTAHOBKOM KOMIIOHEHTOB IPOTPAMMHOIO
obecrieyeHus

OIIC.3

VYcraHoBKa (MHCTAUIALKAA) TOJBKO Pa3pelIEeHHOro K
MCII0JIb30BAaHUIO MPOTPaMMHOI0 obecrieueHus U (Win) ero
KOMIIOHEHTOB

OIIC.4

VYnpaBieHue BpEeMEHHBIMU (QaillaMu, B TOM YHCIE
3alper,  paspelleHHe,  IEepeHalpaBICHHE  3aIUCH,
yJaJIeHue BPEMEHHBIX (aiiioB

IV. 3amura MmammHHBIX HocuTeneil nngopmaryu (3HN)

3HN.1

VY4er MalIMHHBIX HOCUTENEH HHPOpMALTIU

3HN.2

VYrpaBieHne [IOCTYIIOM K MAIIUHHBIM HOCHTEISM
uHpopMauu

3HN.3

KOHTpOJIL NEepCMCIICHHUA  MAIIWHHBIX HOCHUTEICH
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nH(pOpMaLIUY 32 IPeIeNIbl KOHTPOJIUPYEMOM 30HbI

3HN.4

HckmoueHne BO3MOKHOCTH HECAHKIIMOHUPOBAHHOTO
03HAaKOMJICHHUS c coJIepyKaHueM uHpopManuy,
XpaHAIIEHCs Ha MAIIMHHBIX HOCHTENSAX, M (WIM)
UCTOJB30BaHUSI  HOCUTeNeH uH(pOpMamum B  HMHBIX
MH(POPMALMOHHBIX CHCTEMax

3HU.5

Kontpons  ucnonb3oBaHust  MHTep(deHcOB  BBOAA
(BbIBOIa) WHGpOpPMALMKM HAa  MAIIMHHBIE  HOCUTEIH
nHpopmauu

3HH.6

Kontpone  BBOjma  (BeIBOma) wuHMOpManmuu  Ha
MalIMHHBIE HOCUTEH HH(POPMAITUN

3HI.7

KoHTposip  MOAKIIIOUEHHMS  MAlIMHHBIX ~ HOCHTENEH
uHpOpMaIu

3HI.8

YHUUTO)KEHUE (ctupanue) nHpopMaun Ha
MallMHHBIX ~HOCUTENAX TNpU HUX Tepefade Mexay
MOJIb30BATEIISIMU, B CTOPOHHUE OPTaHU3aIUH ISl PEMOHTA
WIM YTUJIU3alMd, a TaKkKe KOHTPOIb YHUYTOXKCHHS
(cTupanus)

V. Perucrpanus coosituii 6e3onacHoctu (PCB)

PChb.1

Ompenenenue coObITUN 0€30MAaCHOCTH, TOJIEKAIINX
pETUCTpAIINH, U CPOKOB UX XpaHEHUS

PCb.2

Omnpenenenue coctaBa U cojepkaHuss WHPOpMALUU O
COOBITHSAX 0€30MaCHOCTH, MOJIIEKAIINX PETUCTPALUN

PCB.3

COop, 3amuch U XpaHeHHEe MHPOpPMAIUU O COOBITHSIX
0€30MacCHOCTH B TEUYEHHME YCTAHOBJIEHHOI'O BpEMEHHU
XpaHEHHUs

PCb.4

PearnpoBanne Ha cOou MpH perucTpanuu CcoOBITUI
0€30MacHOCTH, B TOM YHCJIE annapaTHble U MpOorpaMMHbIe
omnOKu, cOou B MexaHM3Max cOopa uHOpMaUUU U
JOCTIDKEHHE TpeeNia WIM TepernojHeHus o0bema
(eMKoOCTH) MaMsITH

PCb.5

MounutopuHr  (IpOCMOTp,  aHalu3)  pe3yJIbTaTOB
peructpanuu coObITHIM OE30MaCHOCTH U pearupoBaHUe Ha
HUX

PCb.6

I'enepupoBaHne  BpeMEHHBIX METOK ®  (WJIN)
CUHXPOHU3AIHS CUCTEMHOT'O BpEMEHU B
MH(OPMAIIMOHHOH cucTeme
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PCb.7

3ammTa nHGOpMAIHK O COOBITUAX 0€30ITaCHOCTH

PCb.8

OObecnieyeHre BO3MOXHOCTH IIPOCMOTpa W aHaIM3a
uH(pOpMaLIUK O NEHCTBUSX OTACIBHBIX MOJIb30BATEICH B
MH(POPMAITMOHHON CHCTEME

V1. AatuBupycnas 3amnuta (AB3)

AB3.1

Peammzanms aHTHBHPYCHOfI 3allINThI

AB3.2

OOHoBiieHne 6a3pl JaHHBIX NMPU3HAKOB BPEIOHOCHBIX
KOMITBIOTEPHBIX IPOTrpamMMm (BUPYCOB)

VIIL. O6napy:xenue Bropxenuii (COB)

COB.1

Obnapy>xeHue BTOp)KEHUN

COB.2

Oo6HoBNEHNE 0a3bl pEHIAOIIUX MPABUI

VIII. Kontpons (ananu3) 3anumennoctu nuadopmanuu (AH3)

AH3.1

BeisBiienue, aHanu3 ysa3BUMOCTEH HH(POPMAaLMOHHON
CUCTEMBI U ONEPAaTUBHOE YCTPAHEHHUE BHOBB BbISIBJICHHBIX
ySI3BUMOCTEN

+ +

AH3.2

KoHTponb ycraHOBKH OOHOBJIEHUH MPOrpaMMHOTO
o0ecrieyeHus, BKJIOYas OOHOBJIIEHHE IPOrPAMMHOI0
o0ecrniedeHus CpeICTB 3alIUThl UHPOpMAIUU

AH3.3

KonTpo:is paboTocrnocoOHOCTH, apaMeTpoB
HacCTpOWKM M  TNPaBWIBHOCTH  (DYHKIIMOHHPOBAHHUS
MPOrPaMMHOTO  O0ECNeYeHUs] H  CPEICTB  3aIUTHI
uHpopMauu

AH3.4

Kontponb cocTaBa TEXHUYECKUX CpPEACTB,
MPOrPaMMHOTO  O0ECNeYeHUs] H  CPEICTB  3aIIUTHI
uHpopMauu

AH3.5

KoHTpons mnpaBui reHepalMu M CMEHBI Mapojei
M0JIb30BaTeNeH, 3aBeJICHNS U YAaJleHUs! YUETHBIX 3amuceit
MOJIb30BaTeNIeH, peajau3alMd MpaBWJ  pa3TpaHUUYCHHUS
JOCTYTIOM, MOJTHOMOYHI 0JIb30BaTeNen B
MH(POPMAIIMOHHOH cucTeme

IX. Obecnieuenue 1EIOCTHOCTH UHPOPMALIMOHHONW CUCTEMBI U HH(OD

maruu (OLJT)

OLJI.1

KoHTponb 11€0CTHOCTH HMPOTrpaMMHOr0 oOecreueHus,
BKJIIOYAsi MPOrPAaMMHOE O0ECIeUYeHUE CPENICTB 3aIlUTHI
uHpopMauu
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OLJL.2 KoHTposb 11€710cTHOCTH MH(pOPMAILIUU, COJEpIKAIIeHCs
B 0a3ax JaHHBIX HH(OPMAIIMOHHON CUCTEMBI

OLJL.3 OOGecrieuenue BO3MOXKHOCTH BOCCTAHOBJICHMS | + + +
MPOrPaMMHOTO OOCCIICUEHUs, BKJIOYasl IMPOrPaMMHOE
oOecriedyeHne CpeACTB  3alIUThl  MHPOpPMALUHU, TPU
BO3HUKHOBEHUH HEIITATHBIX CUTYaIlH

OLJ1.4 OOHapyXeHrne W pearupoBaHHE Ha IIOCTYIJICHHE B + +
MH(POPMAIIMOHHYIO cUCcTEMY He3amnpaIInBaeMbIX
ANEKTPOHHBIX COOOIIeHMI (TIHCeM, JOKYMEHTOB) U MHOMU
uHbOpMaNUY, HE OTHOCAIIMXCS K (YHKIMOHHPOBAHUIO
MH(POPMAITMOHHON CHCTEMBI (3alUTa OT CIIaMa)

OLJL.S5 Kontposb conmepkanusi MHGOpMaIMH, TEpelaBacMon
u3  uHQOpPMAIMOHHOW  CUCTEMBI  (KOHTCHHEPHBIH,
OCHOBaHHBIM Ha CBOWCTBaXx O0OBEKTa JOCTyma, U
KOHTEHTHBIM, OCHOBAaHHBI Ha TOMCKE 3alpEIICHHOW K
nepenaye HHQOpPMAIMM C MCIOJIH30BAHUEM CHTHATYP,
MaCOK M MHBIX METOJIOB), M UCKJIIOYCHUE HEPABOMEPHOM
nepenayu uHGopmanuu u3 HHOOPMALMOHHON CUCTEMBI

OLJI.6 OrpanuueHue 1paB  IOJIb30BaTeIed IO  BBOAY +
nH(popManuy B ”HPOPMALTUOHHYIO CUCTEMY

OLJL.7 KoHTponb TOYHOCTHM, TONHOTBI U NPABUIBHOCTH
JTAHHBIX, BBOJIMMBIX B HTHPOPMAIIMOHHYIO CUCTEMY

OLJL.8 KonTposnb ommOOYHBIX NEWCTBHI TOJIb30BATENICH IO
BBOAy u  (unm)  mepemade  uHPOpMAIMU U
MpEeAyNpexkJACHHEe  TOoJb3oBaTeied 00  OMMOOYHBIX
JNEUCTBUAX

X. Obecnieuenne nocrynHoctu uHbopmaruu (O/T)

OAT.1 Hcnonp30BaHne  OTKa30yCTOMUYMBBIX  TEXHUYECKHUX +
CpeACTB
OAT.2 PesepBupoBanue TEXHUYECKHUX CPEICTB, +

IpOrpaMMHOr0  oOecreueHus, KaHaJoOB  Iepenadu
nH(popMalnu, cpeacTB obecrieueHus: QyHKINOHUPOBAHUS
MH(POPMALIMOHHON CUCTEMBI

OAT.3 KonTpo:s 0€30TKa3HOTO (GYHKIIMOHUPOBAHUS + +
TEXHUYECKHX CPEJICTB, OOHApY)KCHHWE | JIOKAJTH3aIlHs
OTKa30B  (DYHKIIMOHUPOBAHMs, TPHUHIATHE Mep IO
BOCCTAHOBJICHHIO  OTKa3aBIIUX  CPEACTB H  HX
TECTHPOBaHUE
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OJIT .4

[lepuonnveckoe pe3epBHOE KOITMPOBAaHUE
uHpOpMallMM HA PE3CPBHBIC MAIMHHBIC HOCUTEIN
nHpopmaruu

OJIT.5

Obecneuenue BO3MOYKHOCTH BOCCTaHOBJICHHUS
uH(OpMallUM C PE3ePBHBIX MAIIMHHBIX HOCHUTEINEH
nHpopmanuu  (pe3epBHBIX  KOMWUHA) B TEUYCHHUE
YCTaHOBJICHHOTO BPEMEHHOT'O MHTEpBaja

OAT.6

Knacrepuszanus nHpopMalmoOHHON cucTeMbl U (WIN) ee
CETMEHTOB

OJIT.7

KoHTponb COCTOSIHMSI W KauyecTBa MPEIOCTABICHUS
VIIOJTHOMOYCHHBIM JIMIIOM BBIYHUCIUTEIBHBIX PECYpCOB
(MoIIHOCTEH), B TOM YHCIIE 1O TIepeaade nupopmauu

XI. 3amuta cpensbl BupTyanusainuu (3CB)

3CB.1

Wnentudukanuss u  ayTeHTUQUKAUS  CyOBEKTOB
JIOCTyma W OOBEKTOB  JOCTYHa B  BHPTYaJbHOM
UHPPACTPYKTYpEe, B TOM 4YHCIE aJMHUHUCTPATOPOB
YIIPaBJICHUS CPEICTBAMH BUPTYyaIU3aIIH

3CB.2

VYnpaBieHne J0OCTyIOM CYOBEKTOB  JOCTyma K
o0BEKTaM JOCTyNa B BUPTYyaJbHON HH(PACTPYKTYpe, B
TOM YHCJIE BHYTPH BUPTYAIbHBIX MAllUH

3CB.3

Perucrpanus coObiTHil 0€30mMacHOCTH B BUPTyaJlbHOU
uH(ppacTpyKType

3CB.4

VYupasnenue (puibTpanus, MappyTu3anus, KOHTPOIb
COEJIMHEHUs, OJHOHANpaBJIEHHas IepeAaya) IMOTOKaMHU
uHpOpMallUd  MEXAYy KOMIIOHEHTaMH  BUPTYyaJIbHOMN
UHOPACTPYKTYpPHI, a TAKXKe M0 MEepUMETPY BUPTYaJIbHOM

UH(QPaACTPYKTYpPHI

3CB.5

JloBepeHHast 3arpy3ka CepBEpOB BHUpPTyaJIH3alluH,
BUPTyaJIbHOM  MalIMHbl  (KOHTEHHEpa),  CEepBEpPOB
yIpaBJeHUs] BUPTyanu3aIuen

3CB.6

VYrpapiieHue TepeMeneHUeM BUPTYAIbHBIX MAaIluH
(xoHTEWHEpOB) U 00padaThIBAEMbIX HA HUX JaHHBIX

3CB.7

KonTposs LIEJIOCTHOCTH BUPTYaJIbHOU
UHGPaACTPYKTYpHI U ee KoHpHUryparuit

3CB.8

Pe3epBHOE KONMpPOBAaHUE MAHHBIX, PE3EPBUPOBAHUE
TEXHUYECKUX CpPEJCTB, NPOrpaMMHOro oOecredeHus
BUPTyaJIbHOW MH(PACTPYKTYphI, a TaKXKe KaHAJOB CBS3U
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BHYTPHU BUPTYaIbHONH UHPPACTPYKTYPHI

3CB.9

Peanuzanus u ynpapjieHue aHTUBUPYCHOM 3alIUTON B
BUPTYaJIbHOU UHPPACTPYKTYpE

3CB.10

PazOuenune  BUpTyanbHOW  MHQPACTPYKTYyphl  Ha
CETMEHTBI (cerMeHTUpOBaHHE BUPTYaJIbHOU
UHOPACTPYKTYpBI) A o0paboTku  uHbOpManuu
OTICNBHBIM  TOJIb30BaTeleM W (WIM)  TpyHmnou
II0JIb30BaTENIECH

XII. 3amura Texanueckux cpenacts (3TC)

3TC.1

3amura uH(popmMaIuu, obOpabaTbIBacMO
TEXHUYECKHUMH  CPEICTBAaMH, OT €€ YTCYKH IO
TEXHUYCCKUM KaHaJIaM

3TC.2

Opranu3anus KOHTPOJIMPYEMOH 30HBI, B Tpejaeiax
KOTOPOH  TOCTOSIHHO  pPa3MEIAIOTCS  CTal[MOHApHBIC
TEXHUYECKHE CPECTBa, 00padaThiBaroNe HH(HOPMAIIHIO,
W CpEICTBA 3alUThl MH(OpPMAIMH, a TaKXKe CpEACTBa
obecniedeHus QyHKIIMOHUPOBAHUS

3TC.3

KonTpons u ympaBieHue (QU3MUECKUM JIOCTYIIOM K
TEXHUYECKHM CpeacTBaM, cpeacTBam 3aIUTHI
uH(popmManu, CpeliCTBaM obecrieyeHus
(GyHKIMOHMPOBAaHUS, a TaKkKe B IOMEUICHHS U
COOpYXKE€HHs, B  KOTOPbIX  OHH  YCTAHOBIEHBI,
UCKJIIOYAIOIINE  HECAaHKUMOHUPOBAHHBIM  (U3NYECKUIl
JOCTYH K cpesicTBaM 00paboTKu MHpOpMalnu, CpeacTBaM
3alUThl  UHPOpMAlMM M CPEACTBAM  OOECTICUCHHS
(GYHKIMOHMPOBAaHUS  MH(MOPMAIIMOHHOM  CHUCTEMBl U
MTOMEIICHHUS 1 COOPY)KEHUsI, B KOTOPBIX OHH YCTAHOBIICHBI

3TC.4

Pa3memienue  ycrpoiictB  BbIBoja  (OTOOpakeHUs)
uH(pOpMalNHY, UCKIIIOYAIOlIee €€ HEeCAHKIIMOHUPOBAHHBIN
IIPOCMOTP

3TC.5

3ammTa OT BHENIHUX BO3JEUCTBHM (BO3IEHCTBHIA
OKpYy>Karolen cpenpl, HECTAOMJILHOCTH
AJIEKTPOCHAOKEHUS, KOHAWIIMOHUPOBAHUS U  HMHBIX
BHEIIHUX (PaKTOPOB)

XIII. 3amuTta nHPOPMAITMOHHOW CUCTEMBI, €€ CPEACTB, CUCTEM CBSI3U U MEepeAayuu JaHHbBIX

(3UC)

3UC.1

Pa3znenenue B nHdopmannoHHoN cucteMe GyHKIUH I10
yIIpaBJIeHUIO (3JAMUHUCTPUPOBAHUIO) HH(DOPMAITMOHHON
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CHCTEMOH, yIIPaBIICHUIO (aAMHHUCTPUPOBAHHIO)
crCcTeMOH 3amuThl nHpopMayu, PyHKIUH o 00padboTke
nHpopManui W UWHBIX (QYHKOMA HUHPOPMAIMOHHOMN
CHCTEMBI

3UC.2

[IpenoTBpaiieHne  3alepKKM WM [PEpbIBAaHUS
BBINIOJIHEHUSI IPOLIECCOB C BBICOKUM IPUOPUTETOM CO
CTOPOHBI IIPOLIECCOB C HU3KUM IIPUOPUTETOM

31C.3

Obecneuenne 3amyThl HHMOPMAIUK OT PACKPBITHSA,
MoauduKau M HaBA3bIBaHUSA  (BBOAA  JIOXKHOM
uHbopManun) pu ee nepeaaye (MOATOTOBKE K Iepenaye)
[0 KaHaJlaM CBS3HM, HWMCIOUIMM BBIXOJ 32 IPEIEIb
KOHTPOJIUPYEMOWM 30HBI, B TOM YHCIIE€ OECHPOBOIHBIM
KaHaJlaM CBSI3U

31UC.4

OOecnicueHre JOBEPEHHBIX KaHAJIa, MapIIpyTa MEXIy
aJIMUHUCTPATOpPOM,  IONB30BATE€IeM W  CPEICTBAMHU
3amuThl  WHbopManuu  (QPyHKUMSIMH ~ O€30MacHOCTH
CPEICTB 3aIUThl HHPOPMALIIH)

3UC.5

3anpeTr HECAaHKIIMOHUPOBAHHOW YJAJICHHOM aKTHUBALIUU
BUJICOKaAMEp, MHUKPO(POHOB ¥ HHBIX MepuepuitHbIX
YCTPOMCTB, KOTOPBIE MOT'YT aKTUBUPOBATHCS YIAJIEHHO, U
OTOBEIICHHE TOJb30BaTeNeld 00 AaKTUBAllMU TaKUX
YCTPOMCTB

31C.6

Ilepeqaua ¥ KOHTPOJb LEIOCTHOCTH aTpUOYTOB
0e30macHOCTH (METOK O€30MacHOCTH), CBSI3aHHBIX C
uHpopmanueld, mpu oOMeHe HHPOpMAIHe C HHBIMU
WH(POPMAIIMOHHBIMHA CUCTEMaMH

3UC.7

KOHTpoib  CaHKUMOHMPOBAHHOTO U  HCKIIIOUEHUE
HECAHKIIMOHUPOBAHHOTO  MCIIOJIb30BAaHHUSI  TEXHOJIOTHH
MOOUJIBHOTO KOJ/ia, B TOM YHCIJIE pErucTpanusi COOBITUH,
CBSI3aHHBIX C HCIOJIb30BAHUEM TEXHOJIOTUH MOOHMIBLHOTO
KOJla, UX aHajdu3 MW pearupoBaHME Ha HapylIeHus,
CBSI3aHHBIE C HCIIOJIb30BAHHEM TEXHOJIOTUH MOOMIBLHOTO
Koza

3UC.8

KoHTposb  CaHKIIMOHMPOBAHHOIO W  HCKIIIOUYEHHE
HECAaHKIMOHUPOBAHHOIO  HCIIOIb30BAHUS  TEXHOJIOTMI
neperayd pedyd, B TOM UHCIE pEerucTpanusi COOBITHH,
CBA3AHHBIX C HCIIOJIB30BAHUEM TEXHOJOTUN Iepefadu
pedur, HX AaHaJIu3 W pPearupoBaHWE HA HapyLIEHUs,
CBA3AHHBIC C MCIIOJb30BAaHUEM TEXHOJIOTUN Ilepefadu
peun
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3UC.9 KoHTposib  CaHKIMOHUPOBAHHOM U  HUCKJIIOYEHHUE +
HECaHKIIMOHMPOBAHHOW Tiepenadu BujcouHpopmanuu, B
TOM 4YHCII€ pEerucTpamnus CoOBbITHH, CBSI3aHHBIX C
nepenaveid  BuaeomHdopmanmu, WX ~ aHAIU3 U
pearupoBaHMe Ha HapyIICHHUS, CBA3aHHbIE C Iepeaayei
BUICOMH(POPMALIUU

31C.10 [TonrBepxnenue IIPOUCXOXKACHUS MCTOYHUKA
uH(popMalluY, TOIy4aeMOH B TMpoOIecce OIpeaeIeHHs
CETEBBIX AJ[PECOB IO CETEBBIM MMEHAM WJIH OIpPEACIICHUS
CETEeBBIX UMEH I10 CETEBHIM aJipecam

3UC.11 OOecrieueHre IOMIMHHOCTH CETEBBIX COEIMHEHUN +
(ceaHcOB B3aUMOJAEHUCTBUSI), B TOM YHCIIE JJIS 3alUThl OT
MTOJIMEHBI CETEBBIX YCTPOMCTB U CEPBUCOB

3UC.12 Hckmrouenue BO3MOHOCTH OTPULIAHUS +
moJib3oBareneM (pakTa OTIpaBKH WH(DOpPMAIMH JAPYTroMy
TI0JIb30BATENIO

3UC.13 Uckmouenune BO3MOXKHOCTH OTpPHULIAHUS +
moyib3oBareieM ¢akra TMoJiydeHus wuHpopMmamum OT
JPYroro mojab30BaTels

3UC.14 Hcnonb3oBaHne yCTPOWCTB TEPMHHAIBHOIO JOCTYyIA
11 00paboTKU HH(pOpMAIUH

3UC.15 3amuTa apXuBHBIX (ailioB, MapaMeTpoB HACTPOUKHU +
CpPEeICTB  3almUThl  WHOOpPMAIMK U  TPOrPAMMHOTO
o0ecrieueHrss ¥ UWHBIX JaHHBIX, HE TOJUIekKAIIUX
M3MEHEHHIO B Ipoliecce 00paboTKu HHPOpMAIUN

3UC.16 BeisaBnenue, aHaIu3 u OJI0KupOBaHUE B
MH(OPMAIIMOHHON CUCTEME CKPBITBIX KaHAJOB Mepeaayu
uHpopMmanuu B 00XOJ pealn30BaHHBIX MEp 3allUThl
uHDOpMallUM WM BHYTPU Pa3pEUICHHBIX CETEBBIX
MIPOTOKOJIOB

3UC.17 Pazouenne nHPOpMAIMOHHON CHCTEMBI Ha CErMEHTHI +
(cermeHTHpOBaHUE  HHPOPMAIMOHHOM  CHUCTEMBI) H
obecrieueHune 3aIUTHI TIEPUMETPOB CErMEHTOB
MH(OPMAIIMOHHON CUCTEMBI

31C.18 ObecnieueHne 3arpy3ku M HCIOJHEHHUS POrPaMMHOIO
obOecrieueHrsT ¢ MAaIIMHHBIX HOCUTENEH WHGOpMAIIH,
JOCTYITHBIX TOJIBKO JIJIsl YTE€HUS, U KOHTPOJIb LIEIOCTHOCTH
JAHHOTO TTPOTPAMMHOTO O0eCTIeYeHUS
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3UC.19

M3omnsiust  mporieccoB  (BBITIOJTHEHHE IPOrpaMM) B
BBIJEIIEHHON 001aCTH HaMSITH

31C.20

3ammra GeCpOBOAHBIX COCIMHEHUH, TPUMEHIEMBIX B
MH(GOPMALMOHHOH cucTeme

31C.21

Hckirouenne noctyna nosb3oBatTelis K MHGOpManuy,
BO3HHUKIIEH B PE3yJbTare JEHCTBUM IPEIbIIYILErO
IIOJIB30BATENSl 4YEPE3 PEECTPhl, ONEPaTUBHYKO IaMATh,
BHEIIHHUE 3alIOMHHAIOIINE YCTPOMCTBA U UHbIE OOLIUE /IS
[0JIb30BaTese pecypchl HHPOPMALIMOHHON CUCTEMBI

31C.22

3amuTta UHQOPMAIMOHHOM  CHUCTEMBI OT  yIpo3
Oe3omacHoCTH WH(POpPMAIUH, HAIPABICHHBIX Ha OTKa3 B
o0cCTykKMBaHUH UHPOPMAIIMOHHOM CUCTEMBI

31C.23

3amuTa nepumerpa (Gu3nUeckux U (WIH) JOTHISCKHX
rpanun)  MHOOPMAIMOHHOW  CHUCTEMbl  TpU  €e
B3aMMOJICHCTBUM ¢  WHBIMH  WH(OPMAIMOHHBIMHU
cHCTEMaMH u
WH()OPMAMOHHO-TEIICKOMM YHHKAITAOHHBIMH CETSIMU

31C.24

[Ipekpamienue  ceTeBBIX  COCAMHEHHMH O  HX
3aBEPIICHUH WM 10 HWCTEYEHUHU 3aJaHHOrO OIEepaTopoM
BPEMEHHOTO  HMHTEpBaJia  HEAKTUBHOCTH  CETEBOTO
COEIMHEHHUS

3UC.25

Hcnonb3oBanue B MHGOPMALMOHHON cUCTEME WU ee
CEerMEHTax Pa3IMIHBIX THUIIOB O6HI€CI/ICT€MHOFO,
MPUKIIQJTHOTO u CHELHaTbHOTO IPOTPaMMHOTO
oOecniedeHus (Co3/1aHne TeTepOreHHON CpeIbl)

31C.26

Hcnons3oBaHne  NPUKIAAHOTO U CHEHHUAIBHOTO
IIPOrpaMMHOI0 00€CHeueHusl, MMEIOIIHUX BO3MOXKHOCTh
(YHKIIMOHUPOBAHMS B CPEAaxX Pa3IMYHbIX ONEPALIMOHHBIX
CUCTEM

31C.27

Co3nganue (AMyJSIIMA) JIOXKHBIX HMH(POPMAIIMOHHBIX
CHCTEM WM WX KOMIIOHEHTOB, TPEIHA3HAYCHHBIX JIJIS
OOHapy>KEHMsI, PpErucTpalud U aHanu3a JedcTBui
HapylmuiTeneil B Tpolecce  peald3alld  yrpo3
6e30macHOCTH HHpOpMALIUU

31C.28

BocnpousBenenue  JOKHBIX M (WIM)  CKpbITHE
WCTUHHBIX OTIENIbHBIX MH(OPMALMOHHBIX TEXHOJOTUH M
(M)  CTPYKTYpPHO-(YHKIMOHAJIBHBIX ~ XapaKTEPUCTHK
MH(OOPMALIMOHHONW  CHUCTEMBl WUJIM €€  CErMEHTOB,
o0ecrieynBaroliee HaBA3BIBAHUE HAPYIIUTENIO JIOKHOTO
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mpejacTaBieHuss 00  MCTUHHBIX  HMH(DOPMALIMOHHBIX
TEXHOJOTUSX M (WIH) CTPYKTYPHO-(YHKIMOHAIBHBIX
XapaKTepUCTHKaX WH(OPMAITMOHHON CHCTEMBbI

3UC.29 [lepeBon  WHGOPMAIIMOHHOW  CHUCTEMBI WM €€
YCTPOUCTB (KOMIIOHEHTOB) B 3apaHee OIPEECIICHHYIO
KOH(Urypaluio, o0ecreynBaroILyto 3alIUTy
uHpoOpMaNny, B Cllyyae BO3HUKHOBEHHH OTKa30B (cOOEB)
B CHCTEME 3alluThl HHpOpMALUU HHPOPMALMOHHON
CUCTEMBI
31C.30 3amura MOOUIIBHBIX TEXHUYECKUX CpPEICTB, +

IIPUMCHACMBIX B HHCI)OpMaHHOHHOﬁ CHUCTEMC

"+" - Mepa 3anmuThl HHQOpPMaMK BKIIOYCHA B 0a30BBIA HAOOP MEp IS COOTBETCTBYIOIIETO KJlacca
3aIUIIEHHOCTH UH()OPMAIIMOHHOW CUCTEMBI.

Mepbl 3amuThl UHGOpMAIMU, HE O0O3HAYCHHBIE 3HAKOM "+, TPUMEHSIOTCS TIPH aJanTalliu
6a3oBoro Habopa Mep U YTOYHEHHH aJanTHPOBAaHHOTO 0a30BOro Habopa Mep, a TakkKe MpHU pa3padoTke
KOMITCHCUPYIOIIMX Mep 3alIuThl HHPOPMAIMH B WH(OOPMAIIMOHHONW CHCTEME COOTBETCTBYIOIIETO Kilacca
3aIUIIEHHOCTH.
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